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fi jl— >- 9 y x -xsig & mw-t h tz 
thco-t-rsmfflffl^y'iJx. 9 h ^mm^-y"^^ 9 h mm 

mmm^yj^ 9 bismiztn?&&% < 1 1> i 

■s&wkimmtmmm. z 9y4ryv frt-^mt&Tn 
mmMTmmwmmmfr t> mmmmm * mta-r & is 

y°i?^9 hmm\H<^m^->Mmm*y' t J^9 

3,9 vcnmmimityy^-^-r&JMt, 
ffriatf-^'fMMffli^-7'^x 9 bcoroAr * wmmz 
wfcfk-TMk. i^m^m 2 izim^-^mmm^ 

mfiem^f^Ss«j§>6^ Miasms yf/yf^- 
b^s^m-fx^t, 

mriaM3M^rt^SR«jt^-#^ «it mfr^tm^ > 

=f?V -f -f 3— F £ff Jt^X^Ii; , 

mflBSft-f y-r ^ 'Jf^-Hi; MfEftJM ^-r 7" 'J -r 

^^^inrrsxsi: ^w-r<mmm^y ; j^9 hco 
=r 4 frmmm. t%z>i:d tsajswt*-* xg t . 



rn^f izmtmmmzmmm^^mimv- 

T i t £ ^-rfB«£ifc5&r 5 Xg£ S ^ fc-£tfiS 

^iis tciBK^-^"«ij^y 9 hcomsmmfj 

b, 

mm^mtiK mi^~->mmm^y ; j^9 h<v*mnm 
tv ^m-tz^mtm$mmwmm\,znm*r 

§ ^z^mim 5 tfBKO-tf-A|MMf9*7Vx ^ b 
m'f-9^-t^UX^yxt l zi.^x. 9yJT>Yl,z 

x, mmmm^im^.mmmiz^tti^mmmfr^4 y 

y x 7'^- ^'^ 3f— 9- U ^^MlSx-^ 
JHfiKt^iMlif S Ig b It § ^ t^-tr ffif^S 7 tclBKO 

[uram i o ] tviEMP^y ^x ^ bp e fc ii»^< t 

t> lotoMIE-tf-^WJP^-T'Vx^ fi^^x7X- 

bws x^ £ s ib tc-s-tfif i £.wmm--> mmim 
bntffflmmjjm. 

[ft*JB 1 1 ] 9-U y/tSa-PKi-jT^! 

S . ^ x s' t: fgiS $ iifc ^ ^ 4 T v Y z3 y b° a 

mi^~^-uy9 , mm^-Yn, mmmztmmi oc 
ifriE^-— *r u ym?— KriESiJffli^-7 Vx ^ b 
y^~—y\ 
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miznmt&-*r-rtwim*'7 i J f * 9 b (wmztm-t 

h =? y bf a — ? 7 n -te X £ HfriSPSf- £ 3 > tf A — ^ 7° 
A £ 3 - K -ftt 5 a y b a-^Tn^ AfE'lf ffi 

ttrlB ^ y t° a — 9 7 O -t X { £ N 

sto^Vx ? MJMfciiria-tfw wjfflj^-^x ? h 
msmm^ s Jx. 9 vmm<?yy%< t h i o^fjiE-f- 

mmmmmfj^^mmfmm^-^MMm^7^^ 
9 b t mm l t ^ h , * <>*re®ffi £ HttB-f-^ ^ffi [ij§ij 

AWT^x ^ h«7oAr ^ t;u— b~t&JMb £ St? 
n y b - ^ Tn A|B-[i^#: c 

TMWcffcStt. ?9-f T>'M~il^§;fi£ 1 7x7><-;y' 
tcffl-^a* ? y -f r y b § tlx— f -f y^7i-xg 

& ^ y b sl - ? 7° n -fe x £ ^trt -S ^ V t° a - 9 7 cr 

friBa yh° j.— ^/n-bxlt 

SM^T^x ? b^«Wiufa^-A«IJ?9^7^x ? b 

Lxmm^y^ryb fix— y?7i-xg 

9 b t Mil L T v ^ . -t <9#KSHB £ MiHif— ^ «J 

^ y b — ? -f— ^ fl-^- . 

[it3j<iii4] mm^7'j ^ vmm^^h^ 9 

y-iryv izm^ £ ti h v j: 7'^.— ytffl^s^ix&li 

y b° — ^ T n -fe X Sr ^ > f jl — ^ _X -f A t ^ T H 
mfta^ yb° j.— ^7°n-tx(i: s 

mria$'JtP^-7'^i 9 bmm<r> i otJLhcot;ria-9--^'fjj§ij 



luia^ii'if fg^*^'# ifriasM^-y^x ^ h vsmftem 
ifria^sifi^ iifriB^-^'«iJ»*7'^x ^ h wtoat 

[ft^iii 5] tfria^yb°jL-^7 o n-bx{i. gffian 
- b^&j:Mi?m<,zmmmm7ri^T- 4^-994 7* 

1 4tiattO^>t 0 i— ^7°n^'7A7°n^"^ K 

Bfria^-^wjfP^-ry^^ vcD7n^ j frnmnm 

n-vztitzigii}. m&r-j<Mfflm*7>>x.7 v<?>7 
izmimm^Ms.-t^-iMt astsmsm 1 4 tieno 
1 7 ] Hffieo— K-rsxg**, MiB§ofP^-7- 

bib vrt-X-tZ-Xm&iZfr* 
flriia^-tf-^WJffl^T-^i ^NCML. flulBn- b~t 
SXgfi, 

fluia-f ^IWJffP^- 7yi^b oms#M«ffi^ ^> 
ralET-wt^ ^ ffl £ , iBiaMIW^^^x 7 h BJBl*J<JOflfi 

mmmz mm^-t s ig t £ § & t-stf 3 y t° A - ^ 7 

n9'7J±7n9'9 K 

[ft^ 1 8 ] ffrlBn- K-rsXfS#\ miB7°nys°-r 

ffiarny^T- if-9 94 7% , frlB^-^'flJi'JfP^-7' 
yi^bwrnA-f ^i^tta, 9y4Tyb J ^m v ) 

m^fz^mmmmmmmmmzmNki- %> n t £ 

Sfe^Oll^iBi 6(;lEt»3yti-^7D/7A 

x 9 b wa<n%m*r-*wm*7*J* 9 b tzmt 
h vsmmm ^t&tt-r h xg£ $ ^ t-^-tr it^ii 1 6 tie 

i«nyfi-?7n/7A7n^b„ 
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mm-t him* § h iz^mmm 1 1 bm^ 

[ff^f<iI2 1 ] ffrfE^yt.x-yyn-fex^ ffiiBiS 

St. 

y x y^-y r u y/tsf- 9 £ 

y y \,zmw?hTMh £ § & ^-irtfif 1 7 ciEffio 

[ft 3<m 2 2 ] OTfEffi^t^KsflBtJi: , Sff-f Vf 
yyy * S^fc, 

WfBffi^f^Ssflfst^l^ tih Wff Hx^ftJM y 

yyy f^-P £tt3rt , 

ffriBgfi-f vt^' y -r -f =?— k t tJiBttff-f vt7' y y 

y y h . 

t? y y x x i- £ j^n^ =2 >- U ^. — y T'H^T^a 

?—9*A-rk3&* , MIBffi^t^SlffijStSftJR 
->/yKJHMB£ flulB^-^'WJP^-7-ya: y N07nyff 

mimm^mmmm tifnarny ^ * & ± vf- y y 
[ft &m 2 4 ] «^f6. mmsmmas =t 

TO»tS3S A" ^oy-yy^y^ttftiT&l^ftL^yL 

ttriBM3»^Jiwigt:s^& ffriafflflM-yVx y 

^ S ^ t^tfff^JB 2 3 fcllBf&ZV M" T* 7yXfA s 
[00 0 1] 

;s'7L— ytcMU ^tcyxyx— ^y^y-f T 
>- ij^L— »f y y 7 i -x®*£^Sirsyws-f ijm 

fflbryvx y h(?3*ai8<?3®atBg^-s . 

[00 0 2] 



[ flfcfcCDSffi ] x 7" 7" 7 ^if (i , 7 7 4 TV 

s*i6ff Srsas-f & y x y-y-^^y-y 

y x:/±<7)«i!I<7)^n— A^T h' l/XtJ^a-^-A 
yy-x (Mil) ny-y (LUT\ r URLj ^ v^d ) Sr 
#;€U muco^^y'^-j v^zr^^-th, H&t. 

ffllS r ^iSj fcli. 7o/7A(;J;^tr?-fex«: 

— ^IJ(±, " HYPERLINK "http://www.raicrosoft.com/ms. 
htm" http://www.microsoft.com/nis.htm " T"S>£ 0 Z. 
OURLMO^ 1 coaKJ-fi. aflMfflV^FJf-^yn h ^ 
(^ll^ii' "http" ) ^LTUS, ^2sofP7>{±, W 

WnffttE&^FtY*^ (Mx-li " HYPERLINK "htt 
p: //www. mi crosoft.com" www.microsoft.com " ) 

"ms.htm" tWXtl&yrJH-) Sr#SLTV^ 0 Ztl 
(-^V\ 77^11 HYPERLINK "http://www.microso 
ft.com" www.microsoft.com -i VP^iDms.htm^ T A 

Mzmmttf—? %m *) ai-fTtv>cDURLCTtci^s-r5H 

TTP(^N-f^N°— f^f b7yx^-N7nba;l/) y ^ 
XX h §T:§iJjSclf~-?> „ www. microsoft, com"*?" -i r-SrTf^Xr- 
L T V •> & ^ x 7"^—^ s;{±HTTP y ? XX h 5: ^ (tSSt D , S 

a t-HTTP ix x T^yxx'M t , y 5 y -tf c^-f - ^ . 

[0003] ±|EtfO^JO"ms.htm" 7r-f /M±. IfW^rHT 

ml (^N-f^s°— f^f-?- yr-/yi"l§) ^— FSr^ 

T-^S. HTMLfi. y—zVYVA Y 1 7x.7±.X-CDV^^?l 

>h (Mi-if. ^xy'^.— y) i^mzmv^ixhTUA 
y W-X) T*xv*—+rvyym§iX:foh. 
^ksoT-abScTrc. HTMLyr-<;W±. 9x7t-A>^, 

tms, HTML^fflv>T. pstI^'. Mi.is\ yyy 

7^-— a. y— yvk A-fA'-t^b'j^, >f yy 
a ymmioi.^p. ^wtff/77^ -/yx&# 
^--y 1 '^ >-y-*v hjEPtcofflSB^srv^ia 
tc^-ra i a fcr&s yy 7 ^ ^^SK^s^-r-s ; 

fc^TlS, L* 3 L. HTML7 T-f ;Ki. 

[0004] ffilto^k^il'ff fB=5ri:fD i o =5rS6W^ 
fflryyy-^-H yyoyyASr^7l-r-&„ -v—^MT 

7U7-y3y7n/7All HTTP y h£M*I 
L. 7-f T>- b^OHTTPl^X^^XiOjifltiiW^rHT 
ML3-H^^^S. HTTPyyxXhO— Mi±. 

h y yyx-coy-y s tf^x^-xw?^-^*^ 
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[0005] -9-— ysiimj ^— 2/ 3 yyuy=yM,<r>m 

v x. 7'^.- -ymnzm v ^ § m^html 3 - f mz 

{{Hx.lt, C++, Perl, Visual Basic, £fzl± Jscrip 
t) ^-g-tfTn^9A^-jx.y7X^5ftatTU-i>ii: 

Stf#i± , /57o? -r If -f i it lixfV ? T£> 
7n/7AgiFdT^f^S 0 $£> 

J: -o x t> fffe ^ x m yfyycom^comm 

£_Bf £ Z b £ . -HRK , ? A-f-AMTT 
[00 0 6] 

y ^ h a t i -> t ffitt $ ti h r 9 =r 1 ~?*r-f^- v 

(ASP) A7— 7X°fo%>» ASPU V— Xti, IftSW 

fc, FJrilOjf iHt LTASP U V-X g-TS HTTP U ? 
xxhSr^JSU ^SQflL Ty Y^crmiVVX-tf 

>Xt'<50M*HTMLr?— H$r4.fi!t^, Miff Visual Bas 
iciitteJscriptfr-g-tf. ££>tC, ASPjftMfi, ^— >>IH 
M^'t^twa y^'-^y h 7 7f (Mi 
SrwRflRjEi^) «&tfit£^&-f-£0-efi%-<T, ^f- 

i6PB%$^c t tz\±m=m?) ?z>4ryy\m4 7^ v 

ay#—*yh (MiJi, ? TV MM"activex"$ij 

TT'Jt- 3 >- 7 1^ — A >7 — ? t£ & ^ T , ^— ^'fflr 
X^St (Miff, f^b^v^X, 'JXb^'^X. 

mL^wiim^^yu^^^ym, mmt lt& 

S^7n^7Sy/MtffiM»*^^ttl>. * 
tOTX^? hfct*£ST&Ct^T*$ Sidle, Jl- 



[0 00 7] L*>L. ^-fTVhWa-— iM^??;* 

-s^ 3 yrn^'^AT-osii^m^aras^ff 3 ^ t 
£ . ?7-i7yf ffltL— tf'-f y ^ 7 x -XgfRtM 

i t w*>z<7)x\ -$3smm*fti>%^? ry 

h /-f-; ^'^E . ^7-fTyNtt-^J;<7)IS(?) 
3lfI^33VsT, t-A'*^ 7^f 7y h i:f 

[0008] 

SWSI^ftSf Ltv^^7^7y MIJJ.3-— r >f >^ ^ 

a***, :Wt MfP^-r^x^ hPBfJBCDloJ^LhiO 
-9"-^ «J W^r 7y'x?h ©tl ( M tL (i\ r b* a -X 
T" — h J (viewstate) ) tlfSiW^I.. ^— 

mi^y y'ini±7i ytc^-f- hv^AT 

t-A'lfflWT'yx 7 b^BKii t . 
y h£07x 7X-^t^-f-^^?pHTMLtfD J; ^ ^rMS^" 

Mi, M^if, IlHTE|/;tiSij£03r- f U y^ISS 

[0009] «ffi i »sstT^v^7-<r>'b/- , f-^' 

yy'x. 7 h coymm 2 oohttp ijmb wibii± 
-*r-;mtiz&ft$ti&c>)xn%:< , 

— ; 7 r y h A>HTTP ijmb ssfi-r s t , 

HTTP U h*^OlKi|nrffi«SBSJi36^ 

«srw m^mia l, ; owftfg^-tf-vs-fiijpgji^»Tj 
M^«MW7yx^ hizmi^z* mm^smimm 

[0010] ^^-f r>-bt^s*i.g» T 7xy^.-sy't 

i^b^MU, ?7^fryMfr-fWy^7x- 
s- Mat- s . mm^M&mmm *7?4Tyv-h> 
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[ooii] mm^yjx.^ hvsmizftf&zti. t^9 

&^^-^Mffl#M-y vx ? ho#JB£»$-S n 
yfj.-^7a/7i.7nf^ h^Stft-rs. 9^7 AT 

>Y^^m%^tzmmmwMmmt, mm*?*?* 9 
&ms.mm*!sti. wm&zwmitLx * wm. m 

^ hcDTn?;^ -f ten— bt~& <, 
[00 12] 3yt°A-^7n/7A7n/7 b £; LT 

& ^ x y^- yta»a* *t£ 9 ^ r >- b wjl— r >r 

<o«SR $■ 1fg-$- ^r?>b°A-^7°n-fex^ mrt h^y 
t° a — 9 y° u 9' =7 A £ 3 — F -f t^- £ =2 y t° a — ? T n y 

a y? y ^-7,mmzn^h^-)%m\m*y"v x. 9 

b ey\tM. £ mwt Sayfi-f7n/7Aja-F€ 
[00 13] 

^ i t"-^.— ^' a >- t- > *y { ± . *7 x 7'-+f— ; n*± w fc£ 

Jj££iX, rvT-tft^fU.. 97ATybk*7 

i7t-^ll Mi if. HTTPU ^XXb&ilXHTTPb-X 

^x^-Af^ HTMLa-bWJ^'O^x:/^- 

^-4 i i: h7?4T> b^coi yy-y-'J^mt 

k mmmznm^-^-^mimm^-yy'^ 9 b ^ x 
~i~%>9 : 74 Tyh my^wizk ixm^&ti&vxT' 



x* if c?5i& W=J y^r^yyr^ iV^XSM Ztih. f£ 

m^zmirmm^riy^ 9 ma? 7 a ry v *^sfSL 
[0014] ^w%cr>fo&mmm^z&u-<: . 

-y't/yi? ftSWt 1 -?H±«fiPt7y 

x^h(i, Max-v-yx^^fL, 9UTyvm?- 

— ^-f VHi — XgfR^MJCfrf - ^> ^ x 7" rJ >x y V Z 
[0 0 15] ZCD^—dryXlZ&tfhmmcDl^te^ 9 

cou-vmmiz&f&h^^-xmmz. vsmfttzm® 
m&mmmmizmifflmxr'j^ 9 hmm* b j^—x 
mmu. mmmfrt>^tLfzmm*y':j*9bcr>tm 

v ^ i; RgJirt c7)^T ayUU^i^ *9b co-f^-X <?M 
J», ifcfi 1 olil±o-+f-vs;f|iJM«^-7Vx ? b wltflR 

[0016] ±IE^-v->Xc0SiJOMa«i:. Vffitmik 
L it MW* r ^ : x ^ b A»^> 0^, J tf m * WMfct & ft* 

^ x y-y-S^CO&CO ij h -C'^ x y-*)r— > Ssk^CO 

[0017] Mnmmmiz&^x . mfsimwsum 

Z 9 5 A T y b izmm USri^ «t 5 ^-TS i k h ^> . 
flBH^rii&KHRW fc^-^^tS D . S'JcoSf 

ffl&m (Mtn. mw— j*) izmmztixiikw m 
tlf, rt-b;^yisy9°cot%i-&, miw—JW^ W> 

1 «0HTTP b =y y^r9 is a yT7~7 *yifkM1t~?&t>\ H 

2 W—'W. 2 <7)HTTP b =7 yf 9 y 3 yt/^W 

ja« s W, 1 O-tf-^ ^>lg 2 C0HTTP h5yf?yayl 
iI-f-^m2S0ff-v^i;ji^tL. ^flti^T. i?7-f 

7y b ^'x-ri, i k ifix% h . 
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[0018] in i a, *3%mco$>z>mmwmte&i-& y 

y -f 7 y h \,zm?f?th *7 x y^—i/a yf >V SrtdWt 

i o o^^a±tfeit-s.^x7X-x 

10 4 fc^^S yy ^ 10 2 Zmft~tZ> » 9~>AT 
>f ?nV7 htttC J;oTlK^StlTV^"INTERNET EXPL 

orer" yy -7if' «i ^m^h^mmmm^mf^ ry 

ETSCAPE NAVIGATOR" ijitX "MOSAIC"^ Zififohtf^ Z. 

^.hrK>y^XMHl 0 6fci;lA'20£7)rK?>-$lJ#Pl 0 
8.11 O^ffl^&iftTl^ 7 7*7 •*? 1 0 2{4, HT 
TPl^X*.°yXl 1 2T*7*7'- t r~^l 1 67^£>HTMLrJ — 

^ x y><— v ai^-r & . h & mtmm & mm l t html 
t;-^T»f-&#\ mzmm^tt^t^xn^K, sg 

ML (Standard Generalized Markup Language) „ XML (e 
Xtensible Markup Language) £3 it/, XML'n.— XtfOV— 
777 7°MI§T-'S> it, ( @&ffi£t ) tJ X 

>-^7 x — XS^^S J: 0 tfSltStt/tWML (Wireles 
s Markup Language) H£tsi&<7)^~— U yy'HiSt^ 

ML 3 . 2 A 4 , 2|s;9fl*ffl«45t±tPB^SixTV^^\ HTML 

[0019] ?7^f7yM00 WxT't-^ 116 
tOjlftd HTTP'J^XXM 1 4&J;?/HTTPlyX;Ky 
XI 1 2CD~mcomW.$:m^X11o^ktfX:%&<, hh 

kco-Cii^K , s-HTTP^to^flfico r-yyx^K- hy° 

xT't-A'l 1 6£fcivt\ HTTP^M^^-f V^E^jl — 
)V\ 1 8A\ HTTPUyxxbl 14£rgftU URL£t? 

f/fU u yxy h^a^&stjj^y h-y^t^ 

*?|HJ^&£Sg^m^;=i3ivr. H^y-f 7V)« 
M^f&dlti&O^y T^y 1 2 0^i7*t-A*l 16C 

[ 0 0 2 0 ] (i\ URL^HTML 7 r -f A-<7) J; 3 3r#fKj 

1 2 0(i, »^>fy7 7T'f;H 2 2t7?-bX 
U HTTP;Mry-f >-l 1 8^^tTflB<jn>T->"y7 
T-f/H 2 2£HTTPL^X*°yX.l 1 2t^7^ryh 1 

T . URL^'ASP+ 'J y — x o X o W 3 y^f y y y y -f 
)V1 2 4*S£t4ft&. 12 011 i&Mny 

fy-yy tAjvx 2 4try-trxu Wi^yf-yyy 



H^&^T. ^SHTMLn— HPHTML3. 2n-K 
£-£tf. — JR£, iW3yfyy7r^f/MS, ?7^f7 

y h t^-r^i <7 x r^— i^'&ieifrrs 3j— if - u y y" 

^•r-^fSittSP (flRHT. ASP+yy-X) T'I)S. * 
LX. ^xy^-^fflOHTMLn— HTTP^-O^ 
VI 1 8£}B§U HTTPU-XrKyx 1 1 2t?7-fTy 
MO O^iS^tl^ 

[002 1 ] .r^SOffl. Ayh'7 1 2 0(iS 13 

#3— FOy 7'y U C7;«t6 ^ t 5 . <I 
(?)j:^7^7"7yoi 7 x.%W"7 4 y° 

7'J1 2 6ri>^ IIH, Ay^7l 2 0(1 

■r >r y ^ 7 ^-xmmzmm l*7 x ^-^t^rrs 

T, loL^i^-ysifiij^fp^y ^j;^ t&e^rjy 
fyy7r^f/H24 ^IBii$tL!t ^ x 7 f -\-y±(; . 

^TSWtiJtaiSLT, ioiai:m-f-fy^7a:- 

[0 02 2] itUCMU 120507'Jll 
ay 7 h^^co" activex" a y^—^v-h^-^tf^-^ 
5^7^f7y bfMMtSP^ 7X5^(7 7 »J 1 
2 8tfc4. "ACTIVEX"$M(i. 7 ~>4 TV i t/flfi 
£7)3 b t <7)*flg<7)tt73 \ZH\^X— ^.<r>Wmz 

^^com (ay^yh^/yxntf/W 
x.9YX'foh, 9 7 A T>-MM"ACTIVEX"§[JfflIii. Mx. 

if. 7 7JT>ht,z&mmzyiyyv-v$ti, 
7yh«7x7'7'7 , )ftj;it Htf^ffl § ix# com 

Xc7)3 y^f— ^.>- hf*-i> o /^MACTIVEXr? y 
* >■ h ( El^-it-r ) f 1 «Si7T u ^ i/ s y 

S c ACTIVEXtOV>T(i. TACTIVEXfe iVOLEOfiftlj 

(ft'7 K • -f-^^K v-Y yayy hrixy, 199 
6^) £±9PJtH£fE*i$*rtuS. 

[0023] "hniwrumti±Mmmz^ aw^yf 

«$ijw^-yvx y h(±, 77-fyyM^ x y^—^ 
tffl^jiitL^i— r A y y y x -xs*^tfefis^t:*f 

ml y y i: Eff -^-ct) y y -f r y h M" act i vex" s m Sr y 7 t 
u yy-ri. ny-y St^#^*«&^html3- h 

C77-f7y hffllJ"ACTIVEX"ffl#Pffln- K LT 

. y y -f r y b ±co>> x y^.— f^-C'act i vex" 
- y t «t 1 x mis. ztitzmsfr t> "act i vex" mmm 3 - 

K^y'^yn-FU -f-LT. ^7^7yM«>7x7* 
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-^-> ; i^T"'ACTivEx"MWSrH ; ff^a-r-s. . ^wmm 

tiZ-V-J MM" act I VEX"fW»fc:*t L^ONS ffij&f S 
[00 24] A>F7l 20{i:i^. ^xy-f-Al 1 

yHi- x-tf— A'ny^- *y h l 3 oti. .Ay F 
712 otci^T^asti^Kfe^^^-ryy^r-f ;n 

•fA y^7i- x-tf— Any;f°— ^-y h l 3 0 coii-tK: 

^ y •/ h* Srufvai-r^-^'iijrj- ± -5t«i?nfi 

SfL&JlSKi, -7 x 7X-y m-f y ^ 7 i - ^1 

x— .x-if— Anytff— *y b 1 3 0coraffc#(i:. ¥ 

[ 0 0 2 5 ] 02 ti, *?W^&&ll»ySttfcft&^ 

-T— r-£^-?\ ^ffl2 0 Ot&WT. 77-fTVMt 
HTTP>J y^X r-£-»f— AfcjMfi^-& 0 HTTPU^XX h 
(i. ASP+U 7-^%£'«ftM£#St-£URL£-#tf 0 

■3\ HTTP U Mi. 1 -oVXtcri-y-— A'lffl^T'y 
i y* h Cisg-T S ttSBIfffB 33 i tfffiSfctiKJBfll** £X 

^Oft^UOHTTPU ^coFJf^-^^— -Jn^r — 

v s'tcti v ^mmfimt l-c vvr t a» & , nsfwtis 

SRflBUi . ro^tf -* t*- * y 7 -f Tffifgfe i t#KSSffi#B 
£ Stig-T h (ttb-h. WBtitffifi 9 7ATV 

hT^m^ti^-ytzztimm-t^ ) mzy-s^M 

12 0 411 ^S^tL^iJjW^vf-v^y^r^^ (Mi. 

fi\ ASP+U7-.X) W^tSo'^-tf-yS-fl$IJffl]^-7"^' 

hPtJl££jfrrs. ASP+y V-x«iMH2 0 3 fcris 



[0026] ^3206 iz&^X , Wffl-*~7is* 9 bVS 
m(0-y-~^MfflM*y> ; x.7 Mi, »fA' 7 ;^y 

iii\ tfz.h;s V 7-(^yhlZ. mzfflmzti&ii&v 
(i%<. 7 5-4TybM#?y&16frt>e) r -7W7U 

#>y*X^fS^£><7) r^-^^j ^\yb^n 

^yt:-/?^ SJi'ix^iI ^cr>4 yf-/9 x^z^-^f 
iz i o t A* 3 tutrix h S-t-^ h X v ^ 
[0027] M32 0 9(:fcW, 7nAr-fi 1 

m^w&mtmizffifrt& . jsoa 2 0 s tts v . its 

— !f'-f y^7x — XgfgCD^ i 7'^.— isT<D^7F(0tzib 

y hflMtg^^r i 5 ^-f ry b rr 
U ^-^ a yCiotSKSWIS^-t'J y^-BlSx 

-9co^.f&mma>mMLx^^. uyyvy roam 2 
^"miSx-^^i^-ri,. ^12 0 6jsi^^'j y 

^®II2 0 8WJ; 0l#*E3^ISBf?iiEl6 tcommT^lhix 
MCijftS render () ^ V -y H'OBftXaiLti. ^U — b 

— y't7'yi? b<7)render ( ) J* 7 >y KWdfVffiLtt. 

b l,z%: h . ifiW^fM^ 7*y'x7b Wrende 

r () H^nft^tfi-fS'JfDSrSi: LT. ^yhy 

^ 'J y/ift!W7y'i ^ han^^rif OT^r&Sffl 

K^tk^ r render ( ) j V^JV&yg^th , 
[0028] *f|BJ!0&-g>HJ4^t^T . ffl^tOT 

^7'yx7 b^I2 0 6 4«i2 0 8t;j3^t77^ 

x^tih (tfxb^-y ?xin<7v\y b'jy9\ ftf,«n 

— b\ fflfflXy'-J j: y 7 h^A>HTMLa-bcri^yyuy^ 

^tif > * -ca 6 r t J: v ^. -r-^ N'fiBijffli^- 7=Jx.7b 

7*y'x y- i i; iz X ->T . 
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[ 0 0 2 9 ] m&2 1 0 fc*J wr, JftSMnTS&KfliaBifc 
#tf*— IfJ y/fif-^ (0li.tf, HTMLrJ-K) £ 
HTTP^XrKi'XT^^TixMciSfi-r&o MS2 14 

>-*tBS^-s«BSnriE«ss«jt*^OHTML3- k s ®m 

^•(cM^^tc^^-f r>-ht;f*#sn#§„ ass 2 i 

=t , x 9 y y b Maosw^r ^m^a 
skbcd a s mammon \ ^x , kjb -> *mm* y 

y'x.9 Hi, MilWt^ti^:ASP+yy-x^#BB-t-§HT 

Tpy h tcjEgLTffjsE^fu v y y-fmm-T 

StHl$;fl.g> 0 giJ<50HS6?E5ffi^BUT. ®I2 1 2(1 m 

[0030] ni3ti ^wmfo&mmmiz&uxm 

l^&'/'x 7*+?" — ; S'f'c^^ £y jl —)V<D—ffl £ „ ^x^ 
-f— A3 0 011 HTTP;^7°^ >-3 0 4^HTTPy ^a: 
Xh3 0 2 £gttAiX& . HTTP^^T^-f >3 0 4 il 

•fe XftB J; tX^ x 7'X- Sy<7) ttiTJ ^ *r -v y sl itm^ V a 

—A3 o ot;j;^TSfi$^x-&#A±iHTTpy ;xx h 3 
0211 mmm~t,i. lwnpjsyv^fjx (AyK? 
306t LTEI^) cDm&cU yx^yxti-^TW 

IHTTPfcU3ig3fll5d -t^y^^'HTTP^y 

530611 URLy^XXb^WWLjS-tH^Ny 
r9h ] J (Mx.fl ^-y*7r^ 0 
S) £P?tXft-^\ 

[00 3 1] H3tJo^T. ASP+yy — X3 1 0t:13 
mt&tLtz^—i'y T 9 v y 3 0 S^'Df tttiiSiU ASP+ 
y y— X 3 10 {Z&Y^XmM^iltt-fV 9 h<7)M^ 

t, Asp+yy-xti 7 r >f /W^jg^ifMIS (itz 
ir . aspx'ox a^r^f ivyimMfr ) *fgfet& z. t 

t,z>tf-f& y nx b^i-r. ^—^'7 r 9 h y ^e^' j.- 

r-^/P (^Rif. .aspx7r-^;P3 1 0 ) Srf#-S.„ itO 

7T>f;ni y b zmmt&^r-mzZi-oxmz 



y y ^••■g-|g^_ ^> ) ^ 7^ (igijco 7t-v 7 b X'cd-t— ? 

^^7t4 ivz*^)\ l zm.?i-\$t» 7r^w ! i 

•o^^^cV^-^-. ^— y"7r 9 h 'Jty'i- )V3 0 8 

[0032] ASP+yy— X3 1 0 Sr^^ty ^|ft^.mtJt 
§J®IL, ^-y'Of-^tf^ X^'J7° 

X<D9 =7 X§rfit;5IS-ti:SC0M+ (Component Object Model 
+ ) y^XtDid^fT^Jt^x? h^7XW-7, 
y^h^^jS-rS^tCffll^fLSo ^-yX.-X^57> 

C0M+ IL 3— Java A>f b=2— Modula 3 =J 

— SmallTalk a— it^'Visual Basica— H^if 
0?Jlffl S ( X ^ A J§fft]Sl§ 3 - F §r ^ T t, i. ^ . 

^y-xyxbitliV-7,7T-f^ (^Ji.«\ asp+ 
yy-x3 i o ) ^ibittjg^BgL-ctJ:^. M«^7i 
t*7'j 3 i mm^y'i? hmmcr>$imzm 

[0033] ^-y'7r^b iJtyi-/l-3 0 8{i. El 
1 «7x7^-y 10 4 t^S-rS^-^'MfflfflfcJ-T'V 
i7bfl)^-yt7'yj:7f 3 1 4 2rffi7Jt-S . ^ 

— y^-7'5yxy' h 3 1 4 1> J; ff^CO^T*^ x 9 h (^J 

r^xb^'y^x^yi^ N3 l 8. ^'^y^- 
yVx ^f32 Ofc J; Vgijo^'^ y^y'y'x. 9Y32 

2 ) Mmxyy'x.? nig 3 1 6»-fl»j-r*>s. as 

MJSt-^^-7"^x^ hfcit^X^ASlJ#M-7Vx? h 
Sr-^-tf, ^-y^7"y'x7h3 14(l SllW^xy'^ 
-y'104 tt^aWt*fJCi5-f-^ . -f^r X h df -/ ^X^7' 
yx7h31 8{±. HICO^X N*'77X 1 0 61ZM 
SB~t&<, mWilZ^ 7$?y*7zSx?h3 2 0^ mi CO 

jUntf? yios t*fjEL. ^'^ y^-7'^x 9 h 3 2 2 
d mi^i'J^'^yi 1 ot;MJiE-r.g»„ ^-^7"£y 

x?b314ll *r—^±cr>i&cr>fflm3-7*y' x 7 b t Pi b 
yfW7*y'x y- hf* S . S'J^ift^SST 
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%fflm*y i> ? v mm t a wc „ io y i;^? 
[0034] iMvmsmiz&^x . mm*7 s Jx. ? 

YWM3 1 f><mm-*-fi/x.9\-\±, 0 0±T 

? r y b±^MJC-rs ^— ?m>^ 7 i-xg*^ 

H£*3t. ffiMLT. HTTPU ^XXb 3 0 2 A7J 
£y^ K V y?L. y—->MMm*~7i?x. 9 Y<mMk 
<ga L , If-; ^ffllx - * * fc ^r - Sr£- 1f t 

■f U >* ^"SISx - ^ ( M fi\ HTML 3 — K > £ ifiSc-f" 

VVSM3 1 6fr&£M (-t^hib, U>?V> 

Mz.il. SJUHTMLrj — l^^W^HT 
MLflK i> iJf-fb-r ACT I VEX 9 A TCOM 

fflL JAVA Ofiiffiffi) 771/7K X^UTbtJi 

y^m^^-iy?? ^-xmm mm. wmx? 

[00 3 5] ASP+ UV-X310 T^S iX^sSt <fc o 

— y\3 ytf—^y Y3 30t-7"74 TyhM^-— 
-if-lyf'y^—xmmtcDtti&cDfztiblz, iolil±^ 
vM y^7x-Xf-A'ay^yh3 3 0 

M^i\ *°^WW?A7Jt 

yh^^tL^coA^yhmi,zm^tLtzWJL~^A y? 

ioi: o iz. y?7i- x+f— Any 

[00 3 6]gt4K, ^ 7 >f r 

t;. HTML n- Hi. MiJi. v^%£*3ft : 5rHTML*iJj£& 
fiJjHLrTS i i: . ACT I VEX 9 A 7°<7>$[J#P. JAVA T 

7°W K X? 'JTh^^'t^^^TybTOa-f 

-f y^7i- x^'^yfc it/ffio^-— y??x.—x 

r^x ? h t,zmmtmztt)b~tz> zti^jL—f^ y?7 



S^SfL. 7UTyY\ i zV7^yxtLxmt't'<~ 

[ 0 0 3 7 ] 124 ^mWcth b . ^9£WcDMMftm<7)^ 
y\?jL—?><Xr-J±<7>—WHZ, 7n-b7fa~7b4 0 
2, yXf i^p't 'J 4 0 4 ilX yXf ^ !J 4 0 4 

•v h 4 0 0 (Cg^-fS yXfAAX4 0 6 Sr^-CV^S 
f^ayfa- ^y^fA4 0 0 V ^ ^ffi^iTLffl =? 
yta-^il^^t^l.. y^fA;U4 0 6{i. 

^f-r ^ f- Srfflv ^4^. 'J ^ x ^jW<xt5 itA'n- ^;i^y\' 

J;V\ ^XT-A^^e'Jii, W^ffl^^U (ROM) 4 0 
S^itA^vyAT^-b^^rU (RAM) 4 10£^ 
t-^S „ 3 >b° a — ^ iyX-fA4 0 0 rt^Sfg^t'COff 

miUs XT J* 4 1 2 (BIOS) {±, R0M4 0 8t^$il 

[0 0 38] nyta-^yXf A4 0 0}i> S^t. 
y K ^ ? ai L H i; V« 1 3=^. Sr ft 1 5 y K 
fa?K5>(74 12, *BM"^fg^M-r' ^X?41 

14fc±t^CD ROM. DVDi3tfiflfi<03te^iflstfOJ:a'5r* 
M"BT#g^f ; VXy'4 1 9 oggmL&i 5 
^tf4X9 Y"yAy"4 1 S^^t-^S. y^— Ff^fX 
^ V"747"4 1 2. IMfU^ K7-f 7" 4 1 4fcJ:tA' 
Tt^xVX^ H5>f ^"4 1 8(i, ^tL^fL. A-Ff^ 
X7F7^7^y^7x-7420, IMf -fX^F5 
-f7Wy^7x-X4 2 2fciy ; If^^ F7-f7^ 
y^7x-X4 24tJ:-)tyXrAAX4 0 6jfgg§ 
tLT v \h . h* ^ i V^toM il ^ y bf a. - ^ MA?X 

O'BTfilffi**^ ayta^yXfA4 0 0Onyt'a 

[0039] *BH*l«tia«tO±fe^±tMT'{i:. K 

^3tfVx^4 1 9^ffl^TV^^\ ■r-^filffnreg 
^rffio ^ >f T cd a y tr a - ? IS^ JX 0 nfffiSfls * ±IE 
XfAlCfflu Sit S o ±IBI!)^«Mtfflv ^ 
h z\ b tfX' # h z\ ti t> offlio -9 A y°cr> a y b° a. — ^ s!^- 

t'J*-F\ fy^t'ftf^?, "v^3?-f (Berno 
ulli)^— hU ^yrAT^WtU (RAM) $5 

XlffigM-mx^V (ROM) =Srif3&«S)S. 
[0040] ^•KtorD^^A^^'j.— yN— H-r 
^X?, IMf^^4 1 6. tKt^X?4 1 9. ROM 
4 0 8££(±RAM4 1 Ol/ZW^tin. Ztl^ii, ^ 
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i/-f ^mfA4 2 6, ioiyji<7)m;^— 

a y7n/7A4 2 8, ffit?)7n/7A ; E-/j.-;l/4 3 
O&itAVrr^Ax— ?4 3 2£-^tf 0 ifti. n 
7> h':feJ;tP[ffR£n:xb.a-^X-rA4 0 Otc^r- 
P4 34fii ^7^X4 3 6 4 Jt(iffi<50^-< Vf ^ 

yymw&t^x-fimmzz. ^tam§ ; £ 

ffi<^A7JlSg£ LTii. MxJi". 7^n7t>, 
;/g -'f .X-r>y y*. F, ff?^ hf-f -yya 

tj «t t^'x ^ -t- f & s . ^ & *3 i t/ffi-sD a* mm 

fi. ^X-rAAX4 0 6 fcg^SftTV^S^y T/l^— 
h>f y ^ 7i-x4 4 o ^USSBIB4 o 2t;®M 

v-yr/L-Ax (usb) &hV)ffeeM y^7x-xtj;-) 

TfigcStLTV^TfciV\ ^ — ? 4 42% fzlii&cr)? 4 
TcDHtfSIB t) 4 £ . f-r^- T^'Ty* 4 4 4^i;"«^y 
^7a-X^LTyXfAyU4 0 6 fcSSgL/O* 
h« ^=-94 4 2 IzMtX. ^>-h°A— 9 yXfAli, 

[004 1] aytj.-?yXfA4 0 0ll U^E— b 
a>¥jL — ?44 6 SO J; 3 3: loLXttoy^E— r-ayb 

TtWt^S -It yt-h3yta-^4 4 6 

t±. 3ytV-fyXfi, -f— A. y\ ^-yF7 
-y*PC, b°T (peer) £18. S/itifteOftjl* -y r- 7— 
y-y— b'T'&Oft. ftaWC3yt"i-^yXfA4 0 

*>y hV—tmMte. n-^;kxyr*7F7-^ (LA 
N) 4 4 8£J;tP7>f FxiJ7*7 h^-? (WAN) 4 5 

iillnyba-^^'yFv-^, ^yF7*7 bfc 

[004 2] LAN^vhV-^BSS-CfflV^t^, 
t'a-^yXfA4 0 0!l ^7hV-^'fy^7x- 

4 4 8lZffl&Ztl&. WAN^-y b V-^iSJ*Tffl^-l> i: 
#. ayb"a-^yXfA4 0 0(i HS&tyc:. 
— ^ y NOi^^V^ F'X'J7^7F7-?4 5 0t2j; 
■SSff &flLi-rS3t«>^) ; E-rA4 5 4 tfdm^&£ 
^^4 5 4iil*JjS4fc(±^#f'tWV^tLT-t i 
<. y'J7/^-F-{y^7x-X44 0^LTyX 
fAA"X4 0 6i;SMStLTV^„ hV~9^tl 
^Blff^^T. r?>-b°A-^^Xf-A4 0 O^Mjit 
XW<~tzTU^ : yM,^=Ja.—)V±td l i J t<7^ m±. U^E 

- h ^ u I5'ii^s^i5« § tix i> ± ^ . mtaztite* 

•y b 7 — ? mmi&MXfo -oX. nybi-^ EkoMli U 

y^m±cotznbizmco^imi^ ; t &x-$ s . 

[0043] *^BflcOSISfemit & V vr . nyta-^ 
400li, ^x^-tfw^^cU CPU4 0 2£ i . lEtKK 



#4 16, 412. 414. 418. 4 19S!tl^t 
y 4 0 4 £?) a feiKK ti>l -PCiE'li §fi;tASP+ y y — 

x±f<-y7r^b 'j^e^jl— A-srUffi&g-rs . HT 

TP^X^yXfcit/'J^XXr-ii, 77-f7yFnyb" 
A -^4 4 6CSSK§n^LAN4 4 8tC«t'9il'fi$^ 

[0044] EI 5 *SMgco&S||8S®JBttJ{t5'< 

fflwm&m-fTvJzz. ~? n— ^ - h xh h „ mm 5 0 

9 V "J^Esyjx— 71^3 0 8^J;^TIlft/a}StLS (H3# 
S?J . -eO&fS. ^-^yVx? h (Mi. if, @3(C 

y^/yxy b3 1 4£#3§) fi. JyAT 
yM«7x7'^- y^-—- 7M y^7x- xSfSSr r 5 

fcftCffrfc 3*1.6. »15 0 2^£^T. ^ 
-y'7r?F 'J ty'a — /t^ii. ^7-(7yF*^f(tK 
oitHTTPU nx bOiaP^^il^^S^-^r 
y'x? bOProcessRequestyi^^MS^SrBfVtii^o 

m<^-mmmmcom 1 ospgt=i> v ^ . jjJsm 

a (0^rT) ii . ^- y^T'yx 9 Y OM»*7"yx 9 

h$miz^tti&T-m*r~smmm*y':j* 9 h<WEi& 

HTTP U ^7XX b^aO^ffl^ffaira^PESSlJffll^-TVa; ^ 

[0045] LfrL . S'J«0llSBgJBt=ii^"C . 

y^x ^ h coftm±. mm*? fx? htm-^mmx 
b^n-r ~< y?a itA'ffi*. f-^e^»»fft!tt± 

¥ V y? ) iz&g kZtL&&X'M$>-£&Zb h . 
i± . ^SSrCPUii J: t^' ^ ^E 'J <73f ijffl M A. f i i: >& S T' 

n t^—fx-n J^ybti\ ^ < a ^ x 7X- s/o 
*^5&* ft s o ; oj*-^ . Wo izm 

M*.S.$iJW*yVx ^ M®JB*^-T4 i t 4 ^ 

[0046] ^— iy^- y^'x ^ h OProcessRequestyf V 
■y h' O-tf-^S'nf t/ffi L tJSS^ LT , MS 5 0 4 — 520 
ii. F^WHTTpy^iXbo-r'-^^rii'tcJEt. r— ^ 
^— 7'yx^FfeJ; Mi ^ co^-UmW^- 7 yx7F 
CiotHfTMtl. i b h . *^9J«ft SUSfi 
BSs^V^T^a5 0 4 — 5 2 0 $-H5<7)JiJ*T-#M« 

h t^H-s F/fJf omaii. http ijmstiotii 

mco*7i?x. 9 hcnf^commzmLxfrn^zniyfits: 
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micr)Jt7"i;^7 HI WSM^J15 0 4&±V'-ec0n 
— KMH5 0 6lffV\ *°X h^vfr— ?%kW.5 0 8 

"fmnm*? 1 *?*. 9 v-hK ttiUfacry^nimm 504 

it^dSMfflbj-y^x ? b «fc SMUOJUIStl 
{iEB^vvft*. HTTP'J ?XX bt&lt&^-^ttW. 

i:* a j&»£-£trii* cOSHfci: s . 

[0047] imttxm 504H mtto^yr-yy y r 
^-jimmm^y ^^. 9 bfi v^vvyrA 

*itt3S-$- S ; i: ^'Eia^ix^ . asp+ >; y—xtfx y^M 

15 0 411 £033— Ffc^gfrJEfiSLT, ^-S/X-X 
[0048] *^»fcS»fiff^«^^-C. -f-Affiij 

fMflM- x ^ x ? h ^«S8«ati , -if-; «J»?)- y" ; J x 

-^yXfA««f/^ iDOfrT & tf> £ flBSnTtg 
18RflKi£fflv ^ n- b'35Pl 5 0 6 H i tmfl^Pl 5 1 

C9HTTPD h/l^X;tf yXORftfUt 1 o£Lb7)HTML 

[0049] ? 9 -f T >- b i: "f— ; ^CO^CO^— ^ \,Z 
V ? xx h i5 J; l^V^yxtJ; j*£0 

5feO>J ?xxb^g£ftW£#£P15 1 6ti-3TttBH 

, PSJBtiHS i lit*--' *&mm%M W7'yx?f 

tpjf^-omii: * mmttwz> <r t ^miz-thmm^y 

VmmM^ttL^ , ^COHTTPU^XXhtfelvC. ^ 

Ssfitfgd mmm&mmmx-y--;Mzmzti& « -f- 

^yx?htn-KL, *W^^yx ? b Sr^HT 



|J ?xx b <,z*frr&98M&. 1 oiil±o-9--^f ipjP^- 

/yx;f cvtmu . nm&mm sie^zx^xmrn 

[00 50] n- F3^II5 0 #"»f-^«W 
*7 s Jx. 9 V *5fe<7)HTTPU ?xx h^m^SSi: t« 

tf\ 5fe^HTTPlxX^>-Xl^Hfj^"JDoe" i: |S]#c7)Ta^-r 

^ ICn- H-fS ; %tlz ± it , n - K«tg 5 

06(1 mifem*-?^*? v*ft<wm.£.mt. 
[0051] w^-at«i^SMs iojji 

-f T^M^jimSirS. ^x-fT>-Hl iX<50lxX*ry 

[0052] m^mmmmx^i, ^-^'±, 

-^-^^'^J; -?Tr^-fexnr^ : 5rM^c7)'fi!l^'>xy' 

[00 53] 5M5 08tfcW, HTTP'Ji?XXb^A. 

>y7¥-?\i. mztc-jf^-m. KJB^ (Mi.«i\ 
XML) 47^(i;RDF (Resource Description Framework) CO 
i. 0 -ftftLCDf— ^^T'OHTTPU ^XX hCD^>f O— K 
®J15 08(i, ^^n-^K»fft 

WkW?- (MX.K\ " P agel:textl") fcjlott, HS'J 

sn^^-^«w^^^'x^ h^FMffl^-y^'x^ bPt 

Si;. f^h*'7?Xl 0 6i3j;tXf ^f-X h"JDoe"t: 
RBft^— m^liSlJ^d HTTP U i?XX b 1 14«M 
n-NWx/t-A'i l 6^^>ixS„ »15 0 8ii: 
HTTP iJ?IXM14 0^.-f o— h* * flKJR*T t . 
Xb^'v^X106 O-SoliSiJ^ i: ^^Milffi ( -r^r 
ib%"JDoe") &#S„ -tfL^^MKI5 0 Sti. x^fXb 

*7?X1 0 6«-SotiSiJ^^tf#L. Mjte-rs-^- 

^ wiw y 'J x ^ b ^ tigij t . ass-*- s y y x ^ b 

[0 0 54] n-b^HSOetMLT^LTtid 
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^its. mthtzM^z^ mm$m*y~y*7Y 

m $ ^±"oeift t x \ wiiirr u ^ - ^ 
h >co i a & l ^>iil±^>i^~^fA V9 y x— — ,k 

^yt-£f£®U#£» ^bx-^^flM^yMl fll 
i(±\ jjf* ^^'-^^-^llllFMW^y^x ? h 

-tf-f y^7x- x-tf— r\aytf— ^-yMl t-A'l$ij 

m^y'y' vcr>"f~? cr>muz£~ox v vtrstitiA 

^y h iZj&g-tZ Z t h . 77" 

5ffig«oKfflF*jr#x. Jit ^T-t h „ 

[00 5 5] ®I5 1 OfcBW-c, ^bA' 7 ?Ky 
b^-AybU y WS>;?-^y Ml HTTP 

-f-CM ^y b^'fatt ^tTO^-f— A"l»7'yx ? 
b^ftSiJ^MtjE^H^yb^-y^:/ b (mut. #56 

BJO&SIIJf^SgT'il "##EVENTTARGET"t 5^.;Kttt 
SfTO^S) £flfcfcjB«ft£. ^15 10(1 

U A^yy^m (Mill 3f=5|HB«0*-6IUt^®'C 

(1 "##EVENTARGUMENT"h^^Mtit§fLTV^) 

>-'x^hi± s wm^yfyvvrAMzm&th^^-— 

■f-jy?7*—x-y-—^aytf—^yh (Mx.il -9-— 
; *ffltSHB8ls8T:r U ^- a y ) ti-st iasr £ A ^ 
yb&A^jjf^ 

[00 56] Miffl 512(1 ^-Afl^T)-? yi ? b 

laox- j»BH-$-5 . *^OS>^SIfiJgffiT- 
(1 ^-^XlMfSl^Vx ? bO/nAT^Il -tf-ys' 
mtt* u ^- y a yf- ^-xco^o «t a & a&r— ? 

) fl^o x-^^MJM6 1 2«:, 
S^ix-A^-^d MJE^i^f-^Si^y^:?" 

h/nAf^ SrHfrtSi & 
1^ x *° y x fcfc ft £ *7 x y~^— 'J±cozL—^f4 y?y 



tP^-y^'x^ hToA'f^ll f-?i-&»i5 1 20 

>?x ^ b^^so^x 9 ATj-c-^-^lirry ^~ 

a >"r— >t *®8ff -6 . 
[00 57]MI5 14li:, SiJfP^T'Vx ^ 
# $ ti EfJ 7J y r U >- ^ § ti h iil fltT C Hfl 350:11 § w# 
S^jRc05giT^*ff a. 1 6(i, MU^/yi 

^ hRgJBrtO 1 oJil±o$M^-y>>'x ^ b ^tQBfBfB 

«±, iJCCOHTTPU^X^b ^15 06) tOf^ 

-r— h'lWBii. Ty hlzk y a y&m 
(Wx.tf* mipi/xxyxtf? ? a ryhi / zmt>ti&&. 
fltr) <nmm^y^^.9 hvmmmzm-t* t'^-XT- 

- hffl fH^'M^T < h h , $iJ»7Vx ? MB 

m^mco^mm^h^izm^^tih . 

[00 58] I/y/U y^I15 1 8d HTTPl^X^y 

(M^.(i\ HTML-f-^) uy/y^tt. 
^T<50-9-— ^^lUMtP^^'^x^ h^)b vryijymm 
v v —*7 * —p&kifmsbjL&titi yy? u y ^"n— k 
nz£*)m>tih. «52oii tfiwiiw^'j-y 

O^M) SfiCK §(JfP^-7Vx^ MJgJB^»TS-frS. 
&(,VC\ »Ki5 0 2tI^ ^1522^fil\ 

[00 59] 06(i. ^B^ASHJfc^SltfcttSifl 

WayfV77T4^ (Mi(f. ASP+yy-x) «gKJ> 

m^-f. ASP+'J V-X6 0 0^7-^ yill HTML 
yrA )VCrmVa97'Xh >0 . ASP+ ij V -X 6 0 0 fcfcl •> 

«^7yi ^ HMilftO-tf— vslBJlUT-^/^ijep^-y'Syx 

^ h fc^jE-r* » y A y l tc^jtB-rs 'Jf7/Hij«^7 

yi^ btii. ASP+UV— X6 o OtmlfCiJUl 

roj Sr-^-i.^. u-y^yy^^tij^T. 
MtP^-y'iy'x^ h«i. ^'^htmiy'T-^f-xhioiVHTTP 
i^x*.°y x t-g-tf istocnmitc y A y ^^Mth tSfX 
ASP+U V-X6 0 0^7^ ^2^^. 1 2(4. rJ — 

Ktf7a7?^L itLti. *r~^±.xmftm%.£ 

tlh (-t^h-h^ yA y2C0"runat =server"R'|±T^ 
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ZtlfzXolZ) „ ={=ASP+yy-X6 0 O^fWcfc^T. 
h a ASP+yy— X6 0 OOx'f VI 3(i, WYL-7t4)V 

(ttxefflte? o . y t?/^ LtASp+y y-x 
6ooT-^ms#x. ^T7^ r ij &^rrsyxx 

[0060] 7^fV14 Wtill fMfflbfX Vx X b 

PfMt:M^§;fi&^-^ffiJx ^-ASiJfM-x-VxX b 

(^■y^-, y ^X= T2 j ) SrmS-T^o 7-{yi7J3j; 

f J u ~f~ jjv&m* x Vx ? b ( -f x^V 7 x = r 3 j ) 
tm%ti&ifc~T?7 , vb&. x-fxi e corny 9 9' 

X =t — A$IJ?5W7' Vx X b tC*fJE-r^<form>^aSr$$T 

[006 1] ^pgSK^T. 7-{yi S^mWU:. 
HTMUtlJfP^ X""span" SrfflV \ "Message" h^O f^'J-f-JR 
( " i d" ) £ ft? h If 7 ^$M?r 7yx7h ( >f 
yf'^x= r i j > zwmmv^vm 
XxV XX r o j i> r 2 j ti-Hx-rfu ftfi^*? 
>f f^-x'Jf7^ <0!l*.tf, xx\ fr/t&x-f x. 
X^.— X=5r t" ) (50 y f7/Hi^7yx X b ( >f Xx -y 
XX = roj ) is iUQ/^D^W bxx<— xjJt^/UO 
y^x/UffflfiWX ^xX b (-fyf-y?x= r 2j ) c 

[00 6 2] 137(2:, ^Wit^sy-rXXXr-f /UD 

&ftmi,z%mi,x 1 ->w±.co*r-s ww^yx x b 

yO^SrHTMLrJ— b'gp7 0 0 C^LTl^S » <html>ii j; 
t>*<body><7) X 0 %WlCD?7'iA^ HTMLa— b'§P7 0 0 izis 
^.fix\^^\ zti^co? ^'comma — bfi:. 06« 
ASP+ y V -X£> 4, CO 1 fflcO^^SrHTMLa - b" C^^tli 

[00 6 3] X-f X li>J;t>*5ti\ HTMLa- b'OX 

x 1 4*>£> 1 eXsM^titz+r—^M? t-AMW7 
S/xX MZioTfeKSfU,. x^x4ti.. I6«7^ 
x 1 5 T« £ ft jfcftt&K* 11^ B # £ m^jk 

LT^-Sx^b "Last Post Back: 5/6/9 

9") <7)HTMLrJ-b'^^t"^-l>o 
[0 0 64] "y-i y2aXX/3com.^fltzy A—)VV 

Ti^, x^>-2t;i3V^T. ASP+y y— X6 0 OTfi 

ztu^-rtmm*7i'*9h<mMtim\±. "##vie 

WSTATE" t V ^OlSilfc X * -/b b CfEiiS ti£ . "## 
VIEWSTATE" X ^ -/b Fffiti. Jtlffi. 7n^f A X A X 



mm w&m-tf-** b x b y xx'-r* s . m» 

fe, n-b^il?&\ Pe B SSrbx^-XL. Bf-S-tftfftRfl 
£PfJIftOjiW&$ytP:tX';/x ? bcoxn^-r a (:n- 
b'^S ^#>1C"##VIEWSTATE" X <f -;b b C^ftT V ^ 

[0065] ^mmhhmm&mx-\t. ?=>atvy 

(iHTTPy b/b-x^yxMv—x-xxSrfflv^-C? 
xX-^-^^'tMIS-rSo Xx-<Ty b^^Ol^X^XXi; 

if — ^s&sgfi-rsijw y x^x b ^ comz^ 

F/T^-OASP+ y y -X £ tz\m^-co 9v4T>Yhcom 

mzmm- h *r-) mm\my'i/ x ^ b ^ss* t 

^b^Jio^siiffR*«ii^rt^ffi.ffiitT- (^jxjs\ ht 
TPi^x*.°y xt- ) x x >f rv b cm o . mmmwmm 

m~C (Mz-l£, ^tfOHTTPyxxxbT) y—rt£MZti 

So 

[0 06 6] 7^V3I1 "434333433" tl^ d fi^^T-f- 
S "##VI ewstate" tuo ^comtifz x r A ivtmit o "## 
VI EWSTATEMAC'ti , ##VIEWSTATEji^'X X T X b T"^3t 

m^^fL&Mjmmttmmmizio tts >f x^x' >jf^ 

— b-T&So ##VIEWSTATEMACfifj±, fiW. ##VIEWSTATE 

-rrxbCiM^tLS. ^x-frxb ^asji^rtgmi^te 

^xX'^r-^-{±, S«L!t##VIEWSTATEffi 

-H^Ltmif. >?srt-Aii sfiL^##viEwsT 

ATEft«*5Ai^«^jiSfLTV^v^ (-^S:*)^, ^x 
>f TX b C5fcCiMo^##VIEWSTATEffi£ |S] t ) fc^JBrT 

^wncofo&mM&mTt,±, MD5r;p3-yx'A^ffl 

v>T, W Xt-X'Jx^ rJ— b'Srltff-rSo MD5{2, fy 
^/l#SoMfcffiffltS!tJf)t: Kt/I^ H • y^xbifc 
gtiot 19 9 l^tf^Ji!c§iX^T;b3"yx'AT-J> 

-^'SrS(t?x o . ^ti^x^x^oiasx b y y^c^ 

ii0J:5^xy >y b'{±. TX-tx|tw^^jlAi^{±T 
ux 7AC X hT-jEm¥£mt>*tW®coMco&m$:^A, 

x%x^k mcommwmxn. mdat^ux 

A 4 ( 4ffe(7)ff \ -y jl T)V dt y X A do' < 3 - 
b i: . S V^4##V I EWSTATE X A —)V b« 

^§ ^-ktsmcoA y^f'V^A 3- K-ffc&ffifc-SvCTi 

[0067] 3tc||HH0S>&^SKgJB-C(i. x-f X2^)## 
VIEWSTATEX — ^b'SOflKfti. b^J: 

x°o^ n°-t ^ x- x x -f x ) com m mjjxy-tfm.* mt. 

##VIEWSTATEX — 7bb^— Mtffl^-SXX"^ (^1 ) 
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[00 68] 



[f^l ] 



*2- 


MH 


<s>, <fe> 




<ajs> ? </a> 




<i> 




<hjt>, </H> 




<K>, </K> 




<V>, </V> 




<b>, </b> 




<d>, </d> 




<c>, </c> 




<A>, <7A> 




<n>, </n> 





[0069] *BH«BS(f - Kfl^SttJgSR^-M* 

Mx.«i\ remit 

^ ^ * - v >y b fflv . M^tMJlfii^x- ? £ 

[ 0 0 7 0 ] 08(4. *mi<VfohWfcBffl<Zi$fthm 
6 0ASP+ U y-XCTJEf^iflt/yo:^ hPgJH*J 
XtfM 7 0##VIEWSTATEy >f — Kffi^^ M»t:/ 

^ h vmcomm^y'Jx. 9h? y&~^y h -en* 

v ^\ 7r-f x ••/ ? 7'n >y ? 8 0 2 £ El 7 (c^f J; 

3 ^##VIEWSTATE7 A —)V KffljatS^X HlOfilW 
^/l^i; LT^LT^S. 7r^Wx y^^ny^ 8 0 

&W4, 7r^/l-fx7?7"n7^80 2 £-^£9. 

-*si;:-r & i t *> *%0^tEiai*iT* s t #*. ^s . 

[007 1] ^-y'MW7'yi?b 8 04A\ frjfflbj- 

Q0 4 ^m^^hfzlsbcmm (-05r;6*>. "runat = s 

[0072] ^pgaU-^tiSV^Ts fWfflbj-yV a: 9 
h80 6. 8 0 8. 8 1 0*5i;tX8 1 2£\ ^-S^y'' 

ftP*7y'i 9 h b LTM^^xT^S . 1 ocoBJB 

v^v^&mnxy -Jx. 9 h4asp+ y y-x(;*3(t£ 



JI8 0 6(4. Ei6<7)ASP+y y— x6 0 00^-f y 1 i>z 

i3itS"<html>"T-^X bi3j;t7'#BafO^V-f M^-X 

h806(4. r 0j t\\?4y-T>y?X% J }-X-t>tiX\i 

3I$;fx& =?- h tf7'o >y ?(4. *fJ£^SiMffll:*:7Vx 
9 Vr 7)VmmX7''J3-9 b8 

08(4. H6C9ASP+L>y— X600C97--f>-l 3 fcfc 
it^"<body>"x= 3 f^.b^j;tX#M£7)* , 7-< b J*.^— 

808(±. r i j t^d-jy-T v9y^H-L^fa:\^ 

h» 9 ir—^mn^y'^3.9 h8 l 0(4. H6<7)ASP + 
UV-X6 00«7^f VI 4—1 6 iZ&fZ) 7t-Af 

9 h8 1 0(4 T2 j £Vo-f y^'y^^^^-i-^tLTV* 
S 0 V7~7JWm^7i?x.9 h8 1 2(4. H6ct)ASP + 
Uy— 9.6 0 >1 7*3 4:1X1 8(Cfc(t^#IT^ 

9*t5£V : ttM<0* T 7J hX^—Xizfct^LX^i. Ltz 
ifi-)X . V T-^JWim^y'^^ ^N812(4. r 3ji; 

[0073] ikCOmmv^MziS^X ^ IJit7'yi7 
h8 14. 8 16*5^1X8 183^. 9 *—M>^9'y'^9 

nsi oc*4fL4. &fcimmtfti<zwaas&>$>&?fflffl 

^■9'Jx.9 V £ LXm^tlXX^. Vy-viVmW*'? 
: Jx.9 bBi8 1 4(4. H6C0ASP+'J V-X6 0 0CO 

^ b 8 1 4 (4. ASP+ y y-Xt*5(t-S -ICOpgJiW^ 
hoMatfcV^TajS^^^loy-r^/PT-^fXb 
V-f hX^-Xt*!.^) -CS>SA»^>. r 0j 
>-r'-y^xSr-^x.fetLTV^ 0 IH«C. 'Jf7/HIW 
T'y'i^b 8 1 8(4. H6C0ASP+y y— X6 0 0(7)7 
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J>1 S^ft^XA^lf (:i<*7-f bX^XC 

& 0 5^S(|ffll^-7"^j:^ V 8 1 6(4. E[6^ASP+y 

-So Lt^T, y^mm^-y'i/x.? b8 1 6(4 
>" 1 j tu^yf7^^H^^t^2. 0 
[0 0 74] 129(4. E7^)##VIEWSTATE^ ^ -;l^Kffi 

<7) Aft^JE & S^T o * WfflS * £*3 ## VI EWSTAT E 7 

SOAtiTt-^r^^y r-f /t^x 7?7n7?80 2^0 
*fcbT5^:x3<^2S*rW£^T^&o yAV 

-F(4. (IJ^ii. g[6^ASP+yy 

-X) cTWy^fBi: LTltffSiX^o 7^>3ttet 
&TWi4. ^^«l^^^»lf¥B^S 0. "f^ 
^^128^^— ^SOeP^j-^yx^ b8 0 4 Sr^LTV^ 
S 0 ^ y4WfnfiI(4. y^7yx? r-^ixgffc 

cryru^r- a ow-tsiebw m&om-r & <r t § s 

!B«§^TV^^<7)T\ ^£0ffif4. "null" (-tfo) -eft 

[0075] 7^y5(;^fj;a(;, 7^fy302gi 
TWyDJil2og3tS4. ^.-^Mfflr^^x^hco^ffi 

(t^i^. ElStfOSlJffll^r^^x^hSO 6. 8 0 8. 
8 1 OBXtfS 1 2 ) ^mMm^tS^-zzysL^T-^ 
/^^LT^S. 7^fy5^A.yyaf^7;i/!i, y 7 ^" 
<Hl>tc rij t^t 1 o^a 7 y jlt^7;1/X>- h ij S 
^O, 7^fy6fcj;t;'8WK\ </K>^y*'(4. A 7 yjL 

^Vxy* hs 1 0^ yf7^x{:fagti,7^y7 

^^KiMfi T2 j J^O, Et9^f##VIEWSTATEffi 
(4. HS^^Jf^/^Wt/yx^ b8 0 6. 808fe 
±tf8 1 2cry^mmm^^^^^\ *cffi 

w$b*«# t fcfa^ww*^ ^ x ? b a fziiTmmxy* 

"Jx.9Yifi, y *— AftfJffl^T^xy 7 h 8 1 0 b LTIrI 
t PgJl ly ^/ W^fiqtT & ^(4 .^£01- ^JI/W \>yya 

ttrt&fzfocn l ^£1±^a 7 y^—ylu^y h U 

«i4. WJE^5»J»*^xx^bc7)>f y-r^^^rfcO 



#5, 

[ 0 0 7 6 ] vvy^T— b IHK4. 7^V9 

y ^x ? b t ^^0^y >-*x y 7 r- OttFJ^SSt-SS'JO 
2 S*rW WU-^f oHl^Iii, 

[0 07 7]^2^S*ll 7t-A$IIW7yx?h 
tfH^TVx y 7 h^OWIf IS^^t-S'JO lxyh'jvN 7 
Sy^T— ^^1t£tS 0 7^yi3fij;Vl50<K 
>. </K>^(4. l^A 7 yaf-7Vl/xyb)Jc?) 
II. -f&fc'fe. laSO^^^fJW^-^^xy 7 f8160 
^y^yy^CfflS^S^y 1 4^-rS»« r 1 J 
H9tC^##VIEWSTATEffii4. H8^'Jf 7/1^ 
Mlll^x^h 8 1 4*3 ±tf8 1 8«ii^^ 

[0 0 78] A 7 y^f^xybiJIil 7^fyi 
6fc±t/2 1<7KV>. </v>^y>l;_^fu ^^Sflfflfct 

y >?x ? h t ^co^yj^ 9 h cow&zmfer&mco 

2 S*TW f^)71/-< £>SS1<Z®*(4. 

'JVW, 7^fyi 8T#S^^"InnerHtml=5/16/ 
99"*C#>& . ^^/I^MP^-^^x y 7 T-yDTn^T- ^ yOf* 
#§tifc»lf$g^#^^o 7°nAr^, "InnerHt 
ml"(4. «ffiffi"5/16/99"t^t< . r Xf'jy/j ^>f 

*ITS:^o ^^f >1 Sc^^^^m^y^J^^ bt)K 
Mlf-^ifc iV'f ^PiarnAr ^ {4, 

^oyc^tsw^^s, ru4com2comm 

^-f >2 0 — 2 7(4H9 05 i ctft~^^y 7 y 7 ^^ 

[0079] wicommmmxn, ^myy^? vmm 

^(Limitted Object Serial ization (LOS) ) y $ V ^y b 

t m$ti& \&mty t-v 7 f zmi^mimtmtzm 

— JK(3. LOSy ^7 y b(4. #A 7 y a iyf 

i»t7yxy > ^y ^ )A^^^W^ v ^^7^—^;^^^^ 
fy^A,X^&mm^y*'J^9 V<n%m/m$<?»^y 
yaf-7/^Sgtl), 

[0 080] ^2(4. lOSy^-^^ybCD^cmcO—m^ 
7Rt~ ; . 

[0081] 
[^2] 
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• value type-table opt name- 
table^ 


• h<namel ; valuel>¥t50Syst 
em, 

I>rawing.Color¥nlBackCol 
or 


m 


• typed-value 

■ untyped-value 

• typed -array-value 

■ untyped-array -value 

■ untyped-hashtable-value 


• 50<rcd> 
■ <red> 

• a50<red;bhie;green> 

• a<reu;blue;green> 

• h<namel;va]ucl> 




■ type-ief value-list-start value- 
ref value -list-end 


• 50<red> 




• array-modifier type-ref value- 
list-start array-valac-ref value - 

li fit-pud 


* a50<red;blue;green> 




* valuc-ref 


• <rcd> 


n S s l^n 1H 


array -rjitjoiiiv'r v tii u c -±±& i & uii i 
array-value-ref vatue-lisi-end 






• < 






• > 












* a 






* h 






• hashtable-modifiet value-list- 
siart hashtable-value-ref value- 
list-end 


- h<namel;valucl> 




* string-value 

- bin-ref base64-persisled-object 


• ¥"This is a string value.¥" 




* escape-char b 


• ¥b 




■ value * rvnhif^^'rvftllie 11 
— vaiuc^ |^ v tu j 1 iiiuvuj j 






• name-ref^value! [value-list- 
separator name-ref 3 ;value 2 
[value-list-separator namc- 
refovalueJl 


• <namel;valuel; 
namc2;value2; 
name3;value3> 




• string-name-number 
■ stiing-name 


• 1 

• BackColor 




• fcnowii-type-number 

* string- L ype -n u mbcr 
| • siring-type 


• 10 

• 50 

• System.Drawiiig.Color 



[0 0 82]LOS7t-V7 hC0i£.mjfW;C0m 1 COMb 
LX, OT^x^HJ 

h<namel; valuel;name2; value with ¥; escaped ¥> ¥"ch 
aracters¥"> 

<ztili, 2M^ta/ffio^v^^T--y^*SSt. 

i ciTOt ut^Tx h >j ^/tis o mi coma, "n 

amel" bi^0^X\ X h U > ^"valuel" bWL^K id 2 
CDi&i, "name2" b ^ 0 ^X\ X h U value with ; 

escaped > "characters"" b ^V^ K 

[0083] LUSy $ — "7 y h ^Offiffl^ffi^m 2 COM b 
LX, iZlT<n^yh ] J£%r£&. 

h<c ontro 1 1 ; h<l ; 50<bl ue> ; text ; he 1 1 o>c ontr o 1 2 ; h< 1 ; 50 
<red> ; control 3 ; >¥t50System. Drawing. Color¥nlBackCol 
or 

^titi. "control 1\ "control2"fc ±t£" contro 13" b 
W£_^h, miWWi/^yhVli, "controll"i:^ 



f-J \ <y is f-^ylU o contro 1 17 Vy t" — JlV 

S "BackColor" b o & titfbCD-f >"? 

r 1 j HlOxyh'Jfd "blue"i:^L< 

j^^tlX V S "System. Drawi ng . Color" 9 A 7Tfc S o co 
ntro 1 1A >y ^ jz. x~ ^V^^)^ 2 COX V h U CO^&lf /ffl^f 
(i. ^r5f?r"text"fc it/fl"hello"£^/lT^£. "contro 
12"(7)A7 y^.X V h V i±. "BackColor" t \ ^ 

t^t^o^fyfv^x rij 

<! soffits "red"i:^L<. "System. Drawing. Col 
or"^>f rtftS, "controiy'WN'y^jLX^MJti^ 



(18) 32002-49585 (P2002-49585A) 



n^mm^yjx. 9 brnm^mm^yj^ 9 Hen- f 

t h i^coy°\=t;^ fi^kLXi^m*) . mm 
^m£mmmz*r~^frt>mm$ti^^ ( Ltzt>^x9 

izim-t&b{%.mLx^^„ m^mmmmx-it. tzbx. 
mmmmmmzmmm^< x h , m.immtm 

mm^-^b 9yA TV b b (KW&W&th i>coi>$> 

mm ( m^^t? ) tMim u#s „ 

[0085] gffMHl 0 0 OtiK HTTP U ^IX b%:b' 

^>-^'Miii 002(1 ^—j^gmco-f^xcoMW^-y'' 
is*? vnma^mm^m.'M-t^, mxLm&i 0 

[0086]fx»/^«1 006lt Mil^TSg^eif 
itco-^ y^^'Ux-f^i-y^Srff^ (Mi.il ##VIEWST 
ATEMACffi £FflWt ) . *fgBj^&&»tffi^T11 fx 

./ ? Mil ioo6ra^t, (1) wm^mmmm^ 
a yf/ yf^-H *SE*aj-r ; ( 2 > ata^r 

7 U -r 4 3 - H t Jffc ttHC L -f > t 9' V <r 4 3 - b* 

m&VmtZ , * 3ttix5 - b~fhZ b^blzX-^X z 

[0087] ffcSM 1 0 0 811 iSS^tg^«sSt 
^■£ti£7r-f/l^x — b**»aE^5. 
HSfi^HTCd «!ScJ(!tai 0 0 STil ( 1 ) ##VIEWST 
ATE y < ~)V Yfrti'S.m Lfz7r4 >y ? 3 — h' £ 
; (2) ^<b h-ir-rUzimZtifchSP+V 
V—x<r>\*i?§.frt>%:tL&fa<7)7T4}V J }-x. <y 9?~ F£ 
fHf-rs ; (3)SfiLfc7r^^x7?3-H!:I 
tltff Lit 7 r - x «y ? n - h* £ J£« LT . IBM 

1 00 8£fflWt\ -9--^^'±C0ASP+Uy-X^\ 

Tyb^comm^mttmnmcoffimmiz^ikLxi,^ 



110 1011 -^-^'fWJ^r^x^ 

[0088] titScffirtim 101211 Atl^M##VIEW 
STATED -f ? b t^jE-r SSJWsJ- 

t^^T . MIE^-^Mtll^-r^x ^ bit. b 

a 1 0 1 0 (.cfcVsT t- y^—x^tifz^—^m^-y"^ 

Mi. ^-i/fMfP^Vx? h^af'JW^-r^x 
^ hT'^O . by^—xmmi 0 2 StCioTHfffi&BJ 

^wns. «s*p*f«Pii 01211 immzMia 
l . ^^owwsnst t & «ix h u y?y 

tf i T%&» U-bmmi 0 1 4i±, ##VIEWSTATEffi>&^ 

m^BMZtifziitmmMzmm^y'y'* 9 b <o7n^f 

-f-^a— h'-^-S. J^MJil 0 16(1 affi^JflM-r 

c ^m^m.t^Am.t^itLfzmm^y''j^.9b<^ 

f-^f)AyF y >-;7\ b^ y9 A^yb<n)\y b 

mxemw*?** 9 b <7mmtmm^m.^.htz z b 
n^mm^fzMztz^fxfzb'^^-fmtm^ 

f - ^ 0«®,(1 H 5 Wf-J'M^II 5 1 2 T'KiTS^l 

[0089] mmmm loistfew, siit^MP^- 
y^x ^ h titjn«mwig^#^.g»^. m± 1 

0 2 2t=Jltr. ffffi-TS*^-. ^11 0 2 2ttei^, 
7nAf ^ oWfffg^ffijtftWf LT . MSii 10 14 

csitf. waifMai 0 1 sizb^x, m&<r>fflm*7i? 
bizmaco^mmmt^^M^±. mmmmi 0 2 

Otca^-. Z\Z\X\ ##VIEWSTATEffitfi!l<7)S[jaff^-y'yx 
^ b«[ffg^^J»-^«l 0 2 4fcj£tf. 

MJM1 0 2 OtfcMt, ^^'MKI^ilTV^V^iejDO 

m\my°y*^9 b&$>&&&it. mmi 0 2 6tm^ 

Ht, ##VI EWSTATEffi ^«$Uf|I^r 7*yx h <7)$t 

mmm$:WA-MVf-t& . b ^-xmm 1 0 2 s-cti. 
Miii 0 2 exm^cmm^titzmfz^mmmiznm^- 

h<>Km\m*y° Vs.? biby-^-Xth. *<7>&^ a 



(19) 32002-49585 (P2002-49585A) 



-h'jayai o 1 4 trait* . ^-wrnhhrnmrnrnx^, 
[oo9o]iii!i ^3%.mcofo&mmmi,zt5if& 

S7"n-t:X7n- ^--v— OTJHtMai 100 

(4, M^tiMS^WKt^&o itS«l l 0 2 
(4, ASP+ U V — x^iiftws— >> - h yci'?! 77^/1- 
fx7^a-KJttSt§, *fS^O^fifi^S|-C'(4, 7 
r^/t^x -7^3 — H4, 7 r A fV-cofa^tfzi&y t4 

ASP+'J V— .XflWGDVN >y ^ jLT/^a'i; 
MD5*if) twSr?<. n-Wll 104 
(4 , M3M^It^««te^lf Jt S titz 7 r A )V^- x -y ? 3 
-K^n-K-TS. hy^-XWmi 1 0 6(4, fMfflbJ- 
7";yx 7 h|JgJf O^— 7 h Sr h 5A'-Xf 

[0091] ^mmcommmmizm^x , ^-^mytp 

;t7Vxy*H4, If^'i^h (^iW«fjr7" 
Syxy* M corn^i-f^e^fiBMnregttJBfiKtCfiH?^- 

^/^iT 3 ^^-^''MaintainState'Tn^T- ^ &fflV^ 

7 A— -XMS1 10 611 ;»rn^Xt-t-A'liJ|f 
^"Sy'xy 7 bSiW^ftT'yi? NJ^-yTtS 
^ t & . ^ 3 T'^r < , iW/yx 9 h eo^SR 
Sr"MaintainState"7°O^N°T- 

h 110 6 {4fflffli3j-yi?x ^hih7A'- 

[0092] msMami lostiij, iiii, sEajt 

Mill 1 1 5titO. .I^Tfi, fflm-*-7 ; J^9hTu 

4 frt>mz%m§mt zco^jyzm&m-t, mm 

1 1 1 0(4, ffifz ZtWf&M t^tco^^y'^ IBIi L , Ma 

111 l^Jttf. ^t^Bj^d^, Mj±<7)ffl$l*7 : J 

x^ VPUzyw^f 4 a^ftLSrl Tn^r 4 £ 

##VIEWSTATE7 4 —)V\ i <7>"nu\\"m.X'^ct. ^&.<?Mffl 

Tfy-Jx. 9 ycryy-nn^r 4 tiK $&&t LTMa 110 8 

ts. Mai 111 CfcUTlS»IW7'i/x;M*i(: 
Sij07*n^x^?Hx'-f&«^t4, flWIl 10 8C 
Jttf. 

[0093] Ma 1111 ti5V^T5|ft^$M*7''^x 

9 M*K;ffiw7nA"f ^ L&v x®^-(4, ¥«Ma 
l l l 2fci£*, SiJ^M»7Vxy*b#% 6 « 
t#ft-rS^(4b^^-xMJll 1 14tStttf. b5> 
K-XMJII 1 1 4(4, IW7yx^ Hfjfrt^&O 
IW7yi^b&b7A'-xL, WffMai 1 0 8C 
jtt^^tTVx ? b«07'PAr^ C77-lrXtS, M 
SI 1 1 2C:fc^T, ffiwiMtfWTVx ? h#BJBfc:# 
it L=5r v ^-(4 , ftoMSTi# ^^ir^ttffifif ?g 



Anmmztmthm\\\tm^\ 1 1 etcjttt*. in 

118(4, (MDST^^UXA^fflV^^^LT) y 

f/yf^-FstiL. mwii 1 20(4, rntim 

VIEWSTATEMAC7 4 ~)V VTA >f-y*" 'Jf -f^-F 

^jtmrnmrnzmm-t^ . >r y^?* u -r * 3 - kmij& 

4 —)V h'fx -y ?Ma(4, ffig"C2b 0 , 

m<?)mmmmx'\$m< ; t § . 1 12214. 

(4, $ij«^t7'y x 9 V fm^z £~?T$if£$tifzU> 

^ 5 r y b ^jKSiiirigttssfiBi *3tff . 

[0094] *Hf5|i*^co^BJO^Sfeff^(4, 1 -^Jil 

ns. ^^t&a^JI(4, ( 1 ) liPJJicoxy}?*. 
~?yX7-J± Tm'frWiW S ti h 7° n -fe -y y-m'tfx f'/7 
y-mtLT, ( 2 ) lolilitOnyb-A-^v-X 

5 . MT(43lK^KMT'fe 0 , ^bH^^t-TS 3yb" 

B^H*(cia«fe^^Bjo^»j £«f£nr & t&a^a 

(4, MS, 77. ^7yx^N4/tlitya-;l/t 
[009 5] ±IB<^HJffl«, HSfi^tJiV'r-^14. * 

[0096] 

mi ] *mm<7)hz>mm&Mi / z$3ifz> 9?Aryy 

{zm^-fh *7 x iy y-r y ^ *W&tiz£jj&-t& *7 

[02] *?tm<vfc % mmwmizmf %>■*)--; m mm 

*7'y'x? h&fflHT^7^7yMa-f^f 

— x^igoMafc «fc w u y ^^^co^aco 7 o 

[03 ] ^B^JiSMfiffyPJ'C-fflV^^xy'^-^- 

[04 ] *mfr$>zmM6m&mf-t& ^z^m^ 

[05] #3SBJfco A -S»M4ffyPJt*3(t^^-^7'V 
xy* h«Mat:S^"7°cf-tx^n— ^-v— b Stt^^. 

[06 ] ^minvh&nmwmiz&rt&mw^y^y 
V7t4)V (Mi.(f, Asp+yy— x) 

-To 

[07] M6<F>W0}^y : ryV7T4)VC?>Uft<F>--ffl 

izmtX. 1 -ylil±OT-^ <mHW* 7' x ^ h iz «t -5 
[08 ] 06OASP+U y— X^MJiE-t-i>§iJW^-7'^yx 



(20) 32002-49585 (P2002-49585A) 



? h =fc t/'ll 7 <5D##V I EWSTATE ~7 -f 

-To 

[09] 07 <7)##VI EWSTATE 7 ^ — HgOA^JR 

[aio] *i£Bj?c7) i, 5 mmmizzi ft 5 bbm ptibr 



[011] 3fs|gBHo & S^HMfcrii ft5 iMIJf :* ^ 

[^^IM^] 



[01 ] 



[08] 



100 



$747>h 1 02 



W 104 

L 



^-r^: |~JL>oel 



jaap I I MB I 

108 110 





118 



HTTP 



120 



_1_ 



.122 



.T28 



.T26 




[02] 



[03] 



zqo 



ASF4W-*€4*3£T*URL 



2Q2 

I ASP+'Jy-AtPgfrfrKJL 



20-5 



1 ' 



r 



I 



J 



2 OB 



I 







HTMI_£3lft 




Z]6 




2J2 



|Mmjyiw«jre«i 



302 



324 



304 9^^' 



306 



300 



310 


















www 

7^7'y'J 







312 



(21) 3200249585 (P200249585A) 



IM4] 



[05] 



400 




412 416 

HQ 

□ 



420 



42&-^| 



-A - 

BIOSl |f?( 


5mI ! RAM 











434 
J- 



,430 

432 
440 

I 



500- 



5*2 — 



454 



446 



450 

-(wan) 



tOIBft | — 504 
plj? [ ^506 

± 



1 — 514 

] — -516 
"[ —SIS 
1 — -520 



[06] 



S00 / 



VI 



3 
A 
5 
6 
7 
8 
9 

10 
11 
12 

13 
14 
15 
16 
17 
18 



<html> 

<script runat=server> 

Overrides Sub Load ( ) 

If [IsFirstLoad] Then 

Message. Text - "You've never visited this page before!" 

Else 

Message, Text "Last visited: "fi State ( "LastAccessed" ) 
End If 
Overrides Sub Save() 

State ("LastAccessed" ) - Now 
End sub 
</script> 

<body> 

<fonn runat=server> 

<span id="Message" runat=server/> 
</form> 
</body> 
</html> 
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<forjn> 

<input type=hidden n a I ae- l1 _VIEWSTATE M value= 1, <a?><s>-5120857414</s><a2> 
<n><Hl><K><i>2</i></K><V><a2><n><Hl><K><i>l</i></K><V><a2>0>Inri3rHtml=5/lS/99; 
</3><(i></aX/V></H></ax/V></H></a></a>"> 

< input type^hidden name =" VI EWSTATEMAC " valU£="43434 333433"> 

<span id n Msssage H >Last PosL Back: 5/6/99</span> 
</form> 
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[ ^ h is m m m ] 

1 Title c f Indent, ten 

STATE MANAGEMENT OF SERVER-SIDE CONTROL OBJECTS 

2 Claims 

1. A method for managing a state of a server-side control object corresponding 
to a client-side user interface element incorporated in a web page displayed on a 
client, the method comprising: 

creating the server-side control object in the control object hierarchy to 
process the client-side user interface element; 

receiving from the client a transportable state structure including state 
information indicating a state value for at least one server-side control object in the 
control object hierarchy, 

" extracting the state information from the transportable state structure; and 

loading the state value from the state information into property of the server- 
side control object, if the state value? is associated with the server-side control object. 

2. The method of claim 1 wherein the extracting operation comprises: 

extracting from the transportable state structure a state value associated with 
a property of the at least one server-side control object; and 

identifying a hierarchical location of the server-side control object within the 
control object hierarchy based on hierarchical information within the transportable 
state structure. 

3. fhe method of claim 2 wherein the loading operation comprises: 
locating the server-side control object within the control object hierarchy 

based on the hierarchical location identified in the identifying operation; 

traversing the hierarchical location of the server-side control object within 
the control object hierarchy; and 

storing the state value into the property of the server-side control object. 

4. The method of claim 1 wherein the transportable state structure further 
includes a received integrity code, and further comprising: 

reading the received integrity code from the transportable state structure; 
calculating a calculated integrity code from the state information included in 
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the transportable state structure; and 

comparing the received integrity code with the calculated integrity code to 
detennine whether the transportable state structure is valid. 

5. The method of claim 1 further comprising: 

initializing a property of the server-side control object to have an initial state; 

setting an indication to represent that the state of the property of the server- 
side control object is unchanged from the initial state; and 

changing the indication to represent that the property of the server-side 
control object has changed from the initial state, if the property was loaded with the 
state value from the transportable state structure. 

6. The method of claim 5 further comprising: 

setting the indication to indicate that the property of the server-side control 
object is unchanged from the initial state, if the property is data bound to a field of a 
server-side datastore. 

7. The method of claim 5 further comprising: 

traversing each server-side control object in the control object hierarchy; and 
storing the state information of the server-side control object into the 
transportable state structure for transmission back to the client, if the indication 
represents that the state information of the server-side control object has changed 
from its initial state. 

8. The method of claim 7 further comprising; 

transmitting the transportable state structure to the client in a response with 
authoring language data defining the web page. 

9. The method of claim 7 further comprising: 

calculating an integrity code from the state information include in the 
transportable state structure, responsive to the operation of storing the state 
information; 

storing the integrity code in the transportable state structure; and 
transmitting the transportable state structure to the client in a response with 
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authoring language data defining the web page. 

10. The method of claim 1 further comprising: 

generating authoring language code defining at least a portion of the web 
page from the at least one server-side control object in the control object hierarchy. 

1 1. The web page defined by the authoring language code and being 
interpretable by a browser executing on a client computer system coupled to a web 
server, the authoring language code being substantially generated at the web serveT 
by the method of claim 10, wherein the authoring language code includes the 
transportable state structure storing state information for at least one server-side 
control object in the control object hierarchy. 

12. A computer program storage medium readable by a computer system and 
encoding a computer program for executing a computer process managing a state of 
a server-side control object corresponding to a client-side user interface element 
incorporated in a web page displayed on a client, the computer process comprising: 

creating the server-side control object in the control object hierarchy to 
process the client-side user interface element; 

receiving from the client a transportable state structure including state 
information indicating a state value for at least one server-side control object in the 
control object hierarchy, 

extracting the state information from the transportable state structure; and 

loading the state value from the state information into property of the server- 
side control object, if the state value is associated with the server-side control object. 

13. A computer data signal embodied in a carrier wave by a computing 
system and encoding a computer program for executing a computer process 
managing a state of a server-side control object corresponding to a client- side user 
interface element incorporated in a web page displayed on a client, the computer 
process comprising: 

creating the server-side control object in the control object hierarchy to 
process the client-side user interface element; 
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receiving from the client a transportable state structure including state 
information indicating a state value for at least one server-side control object in the 
control object hierarchy, 

extracting the state information from the transportable state structure; and 
loading the state value from the state information into property of the server- 
side control object, if the state value is associated with the server-side control object. 

14. A computer program product encoding a computer program foi executing 
in a computer system a computer process for managing a state of a plurality of 
server-side control objects created in a control object hierarchy and corresponding to 
a plurality of client-side user interface elements incorporated in a web page 
displayed on a client, the computer process comprising: 

receiving from the client a transportable state structure including state 
information associated with one or more server-side control objects in the control 
object hierarchy; 

deserializing the state information to extract a state value, an associated 
property data type, and hierarchical information for a property of a server-side 
control object; 

locating the server-side control object within the control object hierarchy 
based on the hierarchical information; and 

loading the state value into the property of the server-side control object. 

15. The computer program product of claim 1 4 wherein the computer 
process further comprises: 

converting die state value have the associated property data type prior to the 
loading operation. 

16. The computer program product of claim 14 wherein the computer 
process further comprises: 

initializing the property of the server-side control object to have an initial 

state; 

setting an indication to represent that the property of the server-side control 
object is unchanged from the initial state; and 
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changing the indication to represent that the property of the server-side 
control object has changed from the initial state, if the property was Loaded with the 
state value from the transportable state structure. 

17. The computer program product of claim 1 5 wherein the loading 
operation comprises traversing one or more of the server-side control objects in the 
control object hierarchy, and for each server-side control objects, the loading 
operation further comprises: 

extracting a property value from the server-side control object associated 
with the indication representing that the state of the server-side control object has 
changed from its initial state; and 

serializing the property value into the transportable state structure with the 
property values from other server-side control objects in the control object hierarchy 
for transmission back to the client. 

I S. The computer program product of claim 16 wherein the loading 
operation further comprises: 

extracting a property data type from the server-side control object associated 
with the property value; and 

serializing the property data type into the transportable state structure with 
the property value of the server-side control object for transmission back to the 
client, 

1 9. The computer program product of claim 1 6 wherein the loading 
operation farther comprises; 

storing into the transportable state structure hierarchical information relating 
to the server-sids control object in the control object hierarchy for transmission to 
the client. 

20. The computer program product of claim 1 7 wherein the computer 
process further comprises: 

transmitting the transportable state structure to the client in a response with 
authoring language data defining a web page. 
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21 . The computer program product of claim 1 7 wherein the computer 
process further comprises: 

calculating an integrity code from the state information stored in the 
transportable state structure, responsive to the serializing operation; 

storing the integrity code in the transportable state structure; and 
transmitting the transportable state structure to the client in a response with 
authoring language data defining a web page. 

22. The computer program product of claim 14 wherein the transportable 
state structure further includes a received integrity code, and further comprising: 

reading the received integrity cods from the transportable state structure; 

calculating a calculated integrity code from the state information include in 
the transportable state structure; and 

comparing the received integrity code with the calculated integrity code to 
determine if the transportable state structure is valid. 

23. A handler system executed in a server computer for processing a request 
including a transportable state structure storing a state value and a data type from a 
client computer, the handler system comprising; 

a hierarchy of servei-side control objects created by the handler and 
associated with client- side user interface elements, at least yne of the server-side 
control objects including a property; 

a loader module storing the state value received in the transportable state 
structure into the property of the server-side control object, based on the data type; 
and 

a saver module storing the property and the data type into a transportable 
state structure, 

24. The handler system of claim 23 further comprising; 

a reader module extracting the state value, associated hierarchical 
information^ and the data type from transportable state structure; and 

a traversal module locating the control object within the control object 
hierarchy, based on the associated hierarchical information. 
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Technical Field 

The invention relates generally to a web server framework, and more 
particularly to managing the state of server-side control objects tbat process client- 
side user interface elements of a web page. 

Background of the Invention 

A typical web browser receives data from a web server that defines the 
appearance and rudimentary behavior of a web page for display on a client system. 
In a typical scenario, a user specifies a Uniform Resource Locator ("URL"), which 
is a global address of a resource on the World Wide Web, to access a desired web 
site. Generally, the term "resource" refers to data or routines that can be accessed by 
a program. An example URL is "http://www.nucrosoft.corri/ms.htrn". The first part 
of the example URL indicates a given protocol (i.e., "hLtp") to be used in the 
communication. The second part specifies the domain name (i.e., 
'Nvww.micro6oft.com'') where the resource is located. The third part specifies the 
resource (i.e., a file called **ms.htm") within the domain. Accordingly, a browser 
generates an HTTP (HyperText Transport Protocol) request associated with the 
example URL to retrieve the data associated with ms.htrn file within the 
www.microsoft.com domain. A web server hosting the www,nricrosoft.com site 
receives the HTTP request and returns the requested web page or resource in an 
HTTP response to the client system for display in the browser. 

The "ms.him" file of the example above includes static HTML (HyperText 
Markup Language) code. HTML is a plain-text authoring language used to create 
documents (e.g., web pages) on the World Wide Web. As such, an HTML file can 
be retrieved from a web server and displayed as a web pa^e in a browser. Using 
HTML, a developer can, for example, specify formatted text, lists, forms, tables, 
hypertext links, inline images and sounds, and background graphics for display in 
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the browser to present the rich graphical experience that users have come to expect 
while viewing information from the Internet An HTML file, however, is a static 
file that does not inherently support dynamic generation of web page content. 

If dynamic content is to be displayed, such as a change stock price or traffic 
information, a server- side application program is generally developed to handle the 
more complex client-server interaction. The server-side application program 
processes an HTTP request and generates the appropriate HTML code for 
transmission to the client in an HTTP response. An exemplary HTTP request may 
include parameters, such as data in a query string or data from web-based forms. As 
such, a server-side application program can process the parameters and dynamically 
generate HTML code in an HTTP response to the client. An exemplary server- side 
application program may dynamically generate documents containing appropriate 
HTML code using a sequence of one or more formatted text write operations to a 
memory s true Lure. Thereafter, the resulting document is transmitted to a client 
system in an HTTP response, where it is displayed as a web page in the browser. 

Developing a server-side application program can be a complex task 
requiring not only familiarity with normal HTML coding that is used to layout a web 
page, but also with programrriing basics, including one or more programming 
languages, (e.g., C++, Perl, Visual Basic, or Jscript), Web page designers, on the 
other hand, are frequently graphics designers and editors, who may lack 
programming experience. Furthermore, simplifying complex web page 
development can speed the development of new web content by any developer. 
Generally, development of a custom server-side application program also requires 
tremendous effort, so much, in fact, that developers are often disinclined to attempt 
it. It is desirable, therefore, to provide a development framework that allows a 
developer to dynamic ally create and process a web page with minimal 
programming. 

One approach to minimize the programming requirements of dynamic web 
page generation has been the Active Server Page (ASP) framework, provided by 
Microsoft Corporation. An ASP resource typically includes Visual Basic or Jscript 
code, for example, to process an HTTP request that specifies the ASP resource as 
the desired resource and, thereafter, to generate the resulting HTML code in a HTTP 
response to the client. Furthermore, an ASP resource may reference pre-developed 
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or third party client-side library components (e.g., client-side "ACTIVEX" controls) 
instead of requiring that the page developer write all components from scratch. 
However, in the current server-side application frameworks, the programming 
required to dynamically manage client-side user interface elements (e.g., text boxes, 
list boxes, buttons, hypertext links, images, sounds, etc.) within server-side 
applications can still require sophisticated programming skills and considerable 
effort. An unanswered problem exists in property encapsulating programming 
inquired to process user interface elements^ so as to allow the web page developer to 
focus on other aspects of the web page.. 

Server-side processing of client-side user interface elements, however, may 
involve complex state management issues, which would typically fall to the server- 
side applications program. The state of a server-side processing module 
corresponding to the client-side user interface element represents the server-side 
module's properties and configuration, A stateless client/server model, however, 
dictates that communications between client and server the server does not maintain 
the state of processes occurring beiween the client and the server, because the 
communications connection between the client and server may disappear 
unexpectedly, 

Summary of the Invention 

In accordance with the present invention, the above and other problems are 
solved by providing encapsulated state management for server- side processing of 
client-side user interface elements in which the server does not maintain the state 
between requests. The operation of processing the client-side user interface element 
may include a state management operation, which relates to the state (i.e., the 
'Viewstate") of one or more server-side control objects in a control object hierarchy. 
A server-side control abject processes and generates a client-side user interface 
element for display on a web page. A hierarchy of server-side control objects may 
also cooperate to geneiate the resulting authoring language code, such as standard 
HTML, for display of a web page on a client. The client can be, for example, any 
browser that supports standard HTML or another authoring language. 

To satisfy the stateless client/server model, state information of server-side 
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control objects may be transported between the client and the server in a 
transportable state structure, rather than remaining on the server between HTTP 
requests. When the server receives an HTTP request from the client, the server 
extracts the state information from a transportable state structure from the HTTP 
request and distributes the state information to the appropriate individual control 
objects in the server-side hierarchy. The integrity of the transportable state structure 
may also be verified using a coded structure associated with the transportable state 
structure and generated from the state information. 

A method for managing a state of a server-side control object corresponding 
to a client-side user interface element incorporated in a web page displayed on a 
client is provided. The server-side control object is created in the control object 
hierarchy to process the client-side user interface element, A transportable state 
structure is received from the client. The transportable state structure includes state 
information indicating a stats value for at least one server-side control object in the 
control object hierarchy. The state information is extracted from the transportable 
state structure. The state value from the state information is loaded into property of 
the server-side control object, if the state value is associated with the server-side 
control object. 

A computer program product for managing a state of a plurality of server- 
side control objects created in a control object hierarchy and corresponding to a 
plurality of client-side user interface elements incorporated in a web page displayed 
on a client is provided. A transportable state structure is received from the client 
includes state information associated with one or more server-side control objects in 
the control object hierarchy. The state information is serialized to extract a state 
value, an associated property data type, and hierarchical information for a property 
of a server-side control object. The server-side control object is located within the 
control object hierarchy based on the hierarcliical information. The state value is 
loaded into the property of the server-side control object. 

An article of manufacture is provided as a computer program product. An 
embodiment of a computer program product in accordance with the present 
invention includes a computer program storage medium readable by a computer 
system and encoding a computer program for executing a computer process 
managing a state of a server-side control object corresponding to a client-side user 

interface element incorporated in a web page displayed on a client. An alternative 
embodiment of a computer program product in accordance with the present 
invention includes a computer data signal embodied in a carrier wave by a 
computing system and encoding a computer program managing a state of a server- 
side control object corresponding to a client-side user interface element incorporated 
in a web page displayed on a client. A product generated by a process of the present 
invention is provided as authoring language code, containing a transportable state 
structure, transmitted to a client and interpreted by a browser on the client. 
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Detailed Description of the Invention 

In an embodiment of the present invention, web page content is dynamically 
generated on a web server for display on a client. The client and the web server 
communicate across a network, for example, using HTTP requests and HTTP 
responses. As such, the web server generates web page content, which may be in 
the form of HTML code, and transmits the content to the client, which can display 
the web page in a browser. Server-side control objects, which logically correspond 
to individual user interface elements of the web page, are created on the web server 
to process and generate the web page content to be used by a client-side browser to 
display and process a web page. The server-side control objects are declared in a 
dynamic content file, such as an ASP+ resource, which is processed by a page 
factory to create a hierarchy of server-side control objects. The control objects in 
the hierarchy cooperate to process the request received from the client and then 
generate resulting web page content for transmission to the client, before the control 
objects in the hierarchy are terminated. 

A page object may be instantiated as the top level of the control object 
hierarchy in an embodiment of the present invention. A page object, which is also a 
control object, typically contains one or more child control objects, and each child 
control object can contain one or more child control objects of its own to extend into 
a hierarchy of multiple levels. The page objects and descendent control objects 
execute a sequence of operations to process and generate the web content that 
corresponds to client- side user interface elements. 

One of the operations in this sequence includes a load operation that 
deserialises the state information, which is received in a transportable state structure 
included in the request from the client, into the appropriate control object or objects 
in the hierarchy. A traversal operation of this load operation may walk through the 
control object hierarchy, following hierarchical information in the transportable state 
structure, to locate appropriate control objects in the hierarchy. In an embodiment of 
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the present invention, the received state information includes only the states of 
control objects that have changed from their initial states (i.e., the state information 
includes only differential data). Alternative embodiments may include all states of 
all control objects in the hierarchy, whether changed or not, or some other 
combination of state information and hierarchical infoimation for one or more 
server-side control objects. 

Another operation of the sequence includes a save operation that serializes 
the state information from control objects having changed states. The state 
information is added to a transportable state structure for transmission to the client. 
The client may return the transportable state structure to the web server on a 
subsequent request to the web server. Upon receipt of the transportable state 
structure, the contiol object hierarchy is recreated and the load operation restores the 
hierarchy's state to that of the previous response. 

In an alternative embodiment, the transportable state structure may not he 
transmitted to the client. Instead, the transportable state structure may remain in the 
server or be transferred to another resource location (e.g., another server). For 
example, in the case of load balancing, a first server may communicate with a 
browser in a first HTTP transaction, but a second server may communicate with the 
browser in a second HTTP transaction. Accordingly, the transportable state 
structure can be communicated from the first server to the second server to process 
the second HTTP transaction, thereby bypassing the client 

FIG. 1 illustrates a web server for dynamically generating web page content 
for display on a client in an embodiment of the present invention, A client 100 
executes a browser 102 that displays a web page 104 on a display device of the 
client 100. fhe client 100 may include a client computer system having a display 
device, such as a video monitor. An "INTERNET EXPLORER" browser, marketed 
by Microsoft Corporation, is an example of a browser 102 in an embodiment of the 
present invention. Other exemplary browsers include without limitation 
"NETSCAPE NAVIGATOR" and "MOSAIC". The exemplary web page 104 
incorporates a text box control 106 and two button controls 108 and 110. The 
browser 102 may receive HTML code in the HTTP response 112 from a web server 
1 16 and displays the web page as described by the HTML code. Although HTML is 
described with reference to one embodiment, other authoring languages, including 



(38) 32002 49585 (P2002 49585A) 



without limitation SGML (Standard Generalized Markup Language), XML 
(extensible Markup Language), and WML (Wireless Markup Language), which is 
an XML-based markup language, designed for specifying the content and user 
interfaces of narrowband wireless devices, such as pagers and cellular phones, are 
contemplated within the scope of the present invention. Furthermore, although 
standard HTML 3.2 is primarily disclosed herein, any version of HTML is 
supportable within the scope of the present invention. 

The communications between the client 100 and the web server 116 may be 
conducted using a sequence of HTTP requests 114 and HTTP responses 112. 
Although HTTP is described with reference to one embodiment, other transport 
protocols, including without limitation S-HTTP, are contemplated within the scope 
of the present invention. On the web server 1 16, an HT1T pipeline module 118 
receives an HTTP request 1 14, resolves the URL, and invokes an appiopriate 
handler 170 for processing the request. In an embodiment of the present invention, a 
plurality of handlers 120 for handling different types of resources is provided on the 
web server 116. 

For example, if the URL specifics a static content file 122, such as an HTML 
file, a handler 120 accesses the static content file 122 and passes the static content 
file 122 back through the HTfP pipeline 1 18 for communication to the client 100 in 
an HTTP response 112. Alternatively, in an embodiment of the present invention, if 
the URL specifies a dynamic content file 124, such as an ASP+ resource, a handler 
120 accesses the dynamic content file 124, processes the contents of the dynamic 
content file 124, and generates the resulting HTML code for the web page 104, In 
an embodiment of the present invention, the resulting HTML code includes standard 
HTML 3.2 code. Generally, a dynamic content file is a server-side declaration 
datastore (e.g., an ASF+ resource) that can be used to dynamically generate the 
authoring language code that describes a web page to be displayed on a client. The 
HTML code for the web page is then passed through the HTTP pipeline 1 IS for 
communication to the client 100 in an HTTP response 1 12. 

During its processing, a handler 120 can also access libraries of pre- 
developed or thiid party code to simplify the development effort. One such library 
is a server-side class control library 126, from which the handler 120 can instantiate 
server-side control objects for processing user interface elements and generating the 
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resultant HTML data for display of a web page. In an embodiment of the present 
invention, one or more server- side control objects map to one or mure user interface 
elements, visible or hidden, on the web page described in the dynamic content 
file 124. 

A second library, in contrast, is a client-side control class library 128, such as 
a library including "ACTIVEX" components from Microsoft Corporation. An 
"ACTIVEX" control is a COM ("Component Object Model' 1 ) object that follows 
certain standards in how it interacts with its client and other components. A client- 
side "ACTIVEX" control, for example, is a COM-based component that can be 
automatically downloaded to a client and executed by a web browser on the client. 
Server-side ACTIVEX components (not shown) are COM-based components that 
may be implemented on a servei to perform a variety of server-side functions, such 
as providing the server-side functionality of a stock price look-up application or 
database component A more detailed discussion of ACTIVEX can be found in 
'TJnderstanding ACTIVEX and OLE", David Chappell, Microsoft Press, 1996, 

In contrast to "ACTIVEX" controls, a server-side control object in an 
embodiment of the present invention, being specified in a dynamic content resource 
124, logically corresponds to a user interface element that is incorporated in the web 
page on the client. The server-side control object can also generate valid HTML 
code that can include, for example, an HTML tag and a locator referencing a given 
client-side "ACTIVEX" control. If the browser already has the code for the client- 
side "ACTIVEX" control within its storage system, the browser executes the 
^ACTIVEX" control within the web page on the client. Otherwise, the browser 
downloads the code for the "ACTIVEX" control from the resource specified by the 
locator and then executes the "ACTIVEX" control within the web page on the client. 
A server-side control object in an embodiment of the present invention can also raise 
events to a server-side "ACTIVEX" control used to implement a stock look-up 
application on the server. 

A handler 120 also has access to one or more non-user-interface server 
components 130 that execute on the web server 1 16 or on another accessible web 
server. A non-user-interface server component 1 30, such as a stock price look-up 
application or database component, may be referenced in or associated with a 
dynamic content file 124 that is piocessed by a handler 120. Sever-side events 
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raised by the control objects declared in the dynamic content file 124 may be 
processed by server-side code, which calls appropriate methods of the non-user- 
inter face server component 130. As a result, the processing provided by the server- 
side control objects simplifies the programming of the non-user-interface server 
component 130 by encapsulating the processing and generation of the user interface 
elements of a web page, which allows the developer of the non-user-interface server 
component 130 to concentrate on the specific functionality of the application, rather 
than on user interface issues. 

FIG. 2 illustrates a flow diagram of operations for processing and generating 
client-side user interface elements using server-side control objects in an 
embodiment of the present invention. In operation 200, the client transmits an 
HTTP request to the server. The HTTP request includes a URL that specifies a 
resource, such as an ASP+ resource. In operation 202, the server receives the HTTP 
request and invokes the appropriate handler for processing the specified resource. 
The HTTP request includes a transportable state structure including state 
information, and optionally hisrarchical information, associated with one or more 
server-side control objects, although the first HTTP request to a given page typically 
does not include an transportable state structure because no state changes have 
occurred at the server for the given page. In addition, the transportable state 
structure may include property data type information, and an integrity code to assist 
the server in validating the state information (i.e., verify that the state information 
was not corrupted at the client). Operation 204 generates a server-side control 
object hierarchy based on the contents of the specified dynamic content file (e.g., the 
ASP+ resource). The ASP+ resource is read in operation 203. Operation 205 loads 
state information received in the transportable state structure to the appropriate 
server-side control objects in the hierarchy to restore the control objects to their 
previous state. 

In operation 206, the server-side control objects of the control object 
hierarchy perform one or more of the following operations: Postback event 
handling, postback data handling, state management, and data binding. Postback 
events and data (collectively **postback input' *) from user interface elements are 
communicated from the client to the server for processing. A postback event, for 
example, may include without limitation a "mouse click" event from a client-side 
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button element or a "data change" event from a client-side textbox element that is 
communicated to the server. Postback data, for example, may include without 
limitation text entered by a user in a text box element or an index of an item selected 
from a drop-down box. 

Operation 209 saves the property values, associated type information, and 
hierarchical information into a transportable state structure for transmission to the 
client. In operation 208, each server-side control object in the hierarchy is called to 
generate (or render) authoring language data, such as HTML code, for display of 
client-side user interface elements in the web page. Note that, although the term 
"render 1 ' may be used to described the operation of displaying graphics on a user 
interface, the "render" is also used herein to describe the operation of generating 
authoring language data that can be interpreted by a client application, such as a 
browser, for display and client-side functionality. Rendering operation 20S also 
generates the authoring language data representing the transportable state stjructure. 
A more detailed discussion of the processing operation 206 and the rendering 
operation 20S is provided in association with FIG. 6. In a one embodiment, calls to 
renderO methods in individual control objects are performed using a tree traversal 
sequence. That is, a call to the renderO method of a page object results in recursive 
traversal throughout appropriate server-side control objects in the hierarchy. 
Alternative methods for calling the renderO methods for appropriate control objets 
may also be employed, including an event signaling or object registration approach. 
The parentheses designate the "renderO" label as indicating a method, as compared 
to a data value. 

In an embodiment of the present invention, the actual creation of the 
individual server-side control objects may be deferred until the server-side control 
object is accessed (such as when handling postback input, loading a state, rendering 
HTML code from the control object, etc.) in operations 206 or 208. If a server-side 
control object is never accessed for a given request, deferred control object creation 
optimizes server processing by eliminating an unnecessary object creation operation. 

Operation 210 transmits the authoring language data (c.g., HTML code), 
including the transportable state structure, to the client in an HTTP response. In 
operation 214, the client receives the HTML code, including the transportable state 
structure, associated with the web page to be displayed. The transportable state 
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structure may be stored at the client for return to the server in a subsequent HTTP 
request. In operation 2L6, the client system incorporates (e.g., displays) the user 
interface elements of the new page in accordance with the HTML code received 
from the HTTP response. It should be understood, however, that incorporation of a 
user-interface element may include non-display operations, such as providing audio 
or tactile output, reading and writing to memory, controlling the operation of scripts, 
etc. In operation 212, the server-side control object hierarchy is terminated. In an 
embodiment of the present invention, server-side control objects in the hierarchy are 
created in response to an HTTP request referencing an associated ASP+ resource, 
and destroyed subsequent to the rendering of authoring language data (e.g., HTML 
data). In an alternative embodiment, operation 212 may be performed after 
operation 208 and before operation 210. 

FIG. 3 illustrates exemplary modules in a web server used in an embodiment 
of the present invention. The web server 300 receives an HTTP request 302 into the 
HTTP pipeline 304. The HTTP pipeline 304 may include various modules^ such as 
modules for logging of web page statistics, user authentication, user authorization, 
and output caching of web pages. Each incoming HTTP request 302 received by the 
web server 300 is ultimately processed by a specific instance of an IHTTPHandler 
class (shown as handler 306), The IHTT? prefix indicates that the class is an 
Interface of an HTTP handler. The handler 306 resolves the URL request and 
invokes an appropriate handler factory (e.g., a page factory module 308). 

In FIG. 3, a page factory module 308 associated with the ASP i- resource 3 1 0 
is invoked to handle the instantiation and configuration of the objects declared in the 
ASP+ resource 310. In one embodiment, an ASP+- resource can be identified or 
referenced by designating a particular suffix (or file extension such as ".aspx**) with 
a file. When a request for a given ".aspx" resource is first received by the page 
factory module 308, the page factory module 308 searches the file system for the 
appropriate file (e.g., the .aspx file 310). The file may contain text (e,g. s authoring 
language data) or data in another format (e.g., bytecode data or encoded data) that 
may later be interpreted or accessed by the server to service the request. If the 
physical file exists, the page factory module 308 opens the file and reads the file into 
memory. If the Hie cannot be founds the page factory module 308 returns an 
appropriate "file not found" error message. 
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After reading the ASP+ iesouree 310 into memory, the page factory module 
308 processes the file content to build a data model of the page (e.g., lists of script 
blocks, directives, static text regions, hierarcliical server-side control objects, server- 
side control properties, etc.). The data model is used to generate a source listing of a 
new object class, such as a COM+ ("Component Object Model+'*) class that extends 
the page base class. The page base class includes code that defines the structure, 
properties, and functionality of a basic page object. The source listing is then 
dynamically compiled into an intermediate language. An intermediate language 
may include general or custom-built language code, such as COM !- LL code, Java 
bytecodes, Modula 3 code, SmallTalk code, and Visual Basic code* In an alternative 
embodiment, the intermediate language operations may be omitted, so that the native 
instructions are generated directly from the source listing or the source file (e.g., the 
ASP+ resouice 310). A control class library 312 may be accessed by the page 
factory module 308 to obtain predefined server-side control classes used in the 
generation of the control object hierarchy. 

The page factory module 308 outputs a page object 314, which is a server- 
side control object that corresponds to the web page 104 of FIG. 1. The page object 
3 14 and its children (Le., a text box object 318, a button object 320, and another 
button object 323) comprise an exemplary control object hierarchy 3 16. Other 
exemplary control objects are also contemplated in accordance with the present 
invention, including without limitation objects corresponding to the HTML controls 
in Table 1, as well as custom control objects. The page object 314 logically 
corresponds to the web page 104 or FIG. 1 . The text box object 318 corresponds to 
the text box 106 in FIG, 1. Likewise, the button object 320 corresponds to the add 
button 108 in FIG. 1, and the button object 372 corresponds to the delete button 110 
in FIG. 1 . The page object 3 14 is hierarchically related to other control objects on 
the server. In one embodiment, a page object is a container obj ect that hierarchically 
contains its children control objects. In an alternative embodiment, other forms of 
hierarchical relation may be employed, including a dependency relationship. In a 
more complex control object hierarchy with multiple levels of children, a child 
object can be a container object for other child objects- 

In the illustrated embodiment, the control objects in the control object 
hierarchy 316 are created and executed on the server 3000, and each server-side 
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control object "mirrors" a corresponding usei interface element on the client* The 
server-side control objects of this embodiment also cooperate to handle input from 
the HTTP request 302, to manage the states of server-side control objects, to 
perform data binding with server-side databases, and to generate authoring language 
data (e.g., HTML code) used to display a resulting web page at a client. The 
resulting authoring language data is generated (i.e., rendered) from the server-side 
control object hierarchy 316 and transmitted to the client in an HTTP response 324. 
For example, resulting HTML code may embody any valid HTML construct and 
may reference ACTEVEX-iype controls, JAVA applets, scripts, and any other web 
resources that yield client-side user interface elements (e.g., control buttons, text 
boxes, etc.) when processed by a browser. 

By virtue of declarations made in the ASP !■ resource 310, server-side control 
objects may access one or more non-user-interface server components 330 to 
provide interaction between the non-user-inteiface server component 330 and client- 
side user interface elements. For example, in response to postback input, server-side 
control objects can raise server-side events to the non-user-interface server 
components registered for those events. In this manner the non-user-mtef face server 
component 330 can interact with the user through user interface elements without 
programming the code required to display and process these elements. 

In summary, an embodiment of the present invention includes server-side 
control objects that are created and executed on the server to generate HTML code 
that is sent to a client* The HTML code may, for example, embody any valid HTML 
constructs and may reference ACTIVEX-type controls, JAVA applets, scripts and 
any other web resources to produce user interface buttons and other user interface 
elements at the client. A user at the client may interact with these user interface 
elements, which logically correspond to the server-side control objects, and send a 
request back to the server. The server-side control objects are recreated on the 
server to process the data, events, and other characteristics of the usrr interface 
elements so as to generate the next round of HTML code to be transmitted in a 
response to the client. 

With reference to FIG. 4, an exemplary computing system for embodiments 
of the inventioji includes a general purpose computing device in the form of a 
conventional computer system 400, including a processor unit 402, a system 
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memory 404, and a system bus 406 that couples various system components 
including the system memory 404 to the processor unit 400. The system bus 406 
may be any of several types of bus structures including a memory bus or memory 
controller, a peripheral bus and a local bus using any of a variety of bus 
architectures. The system memory includes read only memory (ROM) 408 and 
random access memory (RAM) 410, A basic input/output system 412 (BIOS), 
which contains basic routines that help transfer information between elements within 
the computer system 400, is stored in ROM 408. 

The computer system 400 further includes a hard disk drive 412 for reading 
from and writing to a hard disk, a magnetic disk drive 414 for reading from or 
writing to a removable magnetic disk 41 6, and an optical disk drive 41 8 for reading 
from or writing to a removable optical disk 419 such as a CD ROM, DVD, or other 
optical media. The hard disk drive 412, magnetic disk drive 414, and optical disk 
drive 41 8 are connected to the system bus 406 by a hard disk drive interface 420, a 
magnetic disk drive interface 422, and an optical drive interface 424, respectively. 
The drives and their associated computer-readable media provide nonvolatile storage 
of computer readable instructions, data structures, programs, and other data for the 
computer system 400, 

Although the exemplary environment described herein employs a hard disk, 
a removable magnetic disk 416, and a removable optical disk 419, other types of 
computer-readable media capable of storing data can be used in the exemplary 
system. Examples of these other types of computer-readable mediums that can be 
used in the exemplary operating environment include magnetic cassettes, flash 
memory cards, digital video disks, Bernoulli cartridges, random access memories 
(RAMs), and read only memories (ROMs). 

A number of program modules may be stored on the hard disk, magnetic disk 
416, optical disk 419, ROM 408 or RAM 410, including an operating system 426, 
one or more application programs 428, other program modules 430, and program 
data 432. A user may enter commands and information into the computer system 
400 through input devices such as a keyboard 434 and mouse 436 or other pointing 
device. Examples of other input devices may include a microphone, joystick, game 
pad, satellite dish, and scanner. These and other input devices are often connected to 
the processing unit 402 through a serial port interface 440 that is coupled to the 
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system bus 406, Nevertheless, these input devices also may be connected by other 
interfaces, such as a parallel port, game port, or a universal serial bus (USB). A 
monitor 442 or other type of display device is also connected to the system bus 406 
via an interface, such as a video adapter 444. In addition to the monitor 442, 
computer systems typically include other peripheral output devices (not shown), 
such as speakers and printers. 

The computer system 400 may operate in a networked environment using 
logical connections to one or more remote computers, such as a remote computer 
446. The remote computer 446 may be a computer system, a server, a routes a 
network PC, a peer device or other common network node, and typically includes 
many or all of the elements described above relative to the computer system 400. 
The network connections include a local area network (LAN) 448 and a wide area 
network (WAN) 450. Such networking environments are commonplace in offices, 
enterprise-wide computer networks, intranets, and the Internet. 

When used in a LAN networking environment, the computer system 400 is 
connected to the local network 448 through a network interface or adapter 452. 
When used in a WAN networking environment, the computer system 400 typically 
includes a modem 454 or other means for establishing corrmiunications over the 
wide area network 450, such as the Internet. The modem 454, which may be 
internal or external, is connected to the system bus 406 via the serial port interface 
440, In a networked environment, program modules depicted relative to the 
computer system 4Q0, or portions thereof, may be stored in the remote memory 
storage device. It will be appreciated that the network connections shown are 
exemplary, and other means of establishing a communication link between the 
computers may be used. 

In an embodiment of the present invention, the computer 400 represents a 
web server, wherein the cpu 402 executes a page factory module on an ASP i 
resource stored on at least one of storage media 416, 412, 414, 418, 419, or memory 
404. HTTP responses and requests are communicated over the LAN 448 that is 
coupled to a client computer 446, 

FIG. 5 illustrates a process flow diagram representing server-side processing 
of a page object and other control objects in an embodiment of the present invention. 
In operation 500, a page object constructor is called by the page factory module 308 
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(see FIG. 3). As a result, a page object (see e.g., the page object 314 in FIG. 3) is 
created to (l mirror" the web page user interface element on the client. In operation 
502, the page factory module calls the ProcessRequest member function of the page 
object, which initiates the staged operations for processing the HTTP request 
received from a client. In a first stage of one embodiment of the present invention, a 
server-side Create Operation (not shown) may create the descendant server-side 
control objects contained in the control object hierarchy of the page object, that is, 
constructors for child control objects are recursively called to create the control 
objects during the lifetime of the processing of the HTTP request processing. 

In an alternate embodiment, however, creation of child control objects is 
deferred until the control object is required for a given processing step (e.g., 
handling a postback event, handling postback data, loading or saving a viewstate> 
resolving ilata binding, or rendering HTML code for the correspondiiig user 
interface element). The latter embodiment, which is said to implement, "deferred 
control object creation", is an optimization that can alleviate unnecessary CPU and 
memory utilization. For example, a user input event received from the client may 
result in the creation of a completely different web page. In this case, it is 
unnecessary to instantiate ail entire control object hierarchy of the previous page 
only to process an event that immediately results in the termination of the control 
object hierarchy and the instantiation of a new and different control object hierarchy 
for a new page. 

In response to the server call to the page object's ProcessRequest method, 
operations 504 through 520 may be executed by the page object and by individual 
descendant control objects, depending in part on the data of a given HTTP request. 
In an embodiment of the present invention, the operations 504-530 are performed for 
each individual object in the order illustrated in FIG. 5; however, a given operation 
for one obj ect may occur out of order or not at all with respect to a given operation 
of another object, depending on the HTTP request. For example, a first object may 
perform its Init operation 504 and its Load operation 506, and begin postback data 
processing operation 508, before a descendant control object performs its own Tnit 
operation 504 and Load operation 506 by virtue of deferred control object creation. 
The order of operation processing by the page object and the descendent control 
objects depends on various factors, including without limitation the nature of the 
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data in the HTTP request, the configuration of the control object hierarchy, the 
current state of the control objects, and whether deferred control object creation is 
implemented. 

The Init operation 504 initializes a control object after it is created by 
executing any server-side code associated with initialization in the dynamic content 
file. In this manner, each server-side control object may be customized with specific 
server-side functionality that is declared in the dynamic content file. In an 
embodiment of the present invention, dynamic content code intended to customize 
or extend the base page control classes as declared by the page developer in the 
ASP+ resource on the server. When the ASP+ resource is compiled, the declared 
code is included in the appropriate initialization code (e.g., the InitO methods of the 
pa^e object and the descendent control objects). The Init operation 504 executes 
this code to customize or extend the page base class and the base classes for 
descendent control objects. 

In an embodiment of the present invention, state management of the server- 
side control objects is supported in a Load operation 506 and a Save operation 516, 
which use a transportable state structure to accommodate the stateless model for 
client server systems by restoring server-side control objects to their previous states. 
In one embodiment, the state is communicated to and from the server in one or more 
hidden HTML fields of an HTTP request/response pair, although other transportable 
state structures are contemplated within the scope of the present invention, including 
cookies and visible fields. 

In a given sequence of requests and responses relating to the current page 
between a client and a stiver, the states of one or more control objects are recorded 
into a transportable state structure by the Save operation 516 after the processing of 
a previous request. In an embodiment of the present invention, additional state 
information is also included in the transportable state structure, including 
hierarchical information or control object identifiers to allow the server to associate 
a given state with the appropriate control object. In a subsequent HTTP request, the 
state information is returned to the server in the transportable state structure. The 
server extracts the state information from the received transportable state structure 
and loads the state data into the appropriate control objects within the control object 
hierarchy to restore each control object to its state as it existed prior to a previous 
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HTTP response. After the current request is processed, the states of one or more 
seiver-side control objects are again recorded into the transportable state structure by 
the Save operation 516, and the transportable state structure is returned to the client 
in the next HTTP response. 

As a result of the Load operation 506, each server-side control object is 
placed in a state consistent with its state prior to a previous HTTP response. For 
example, if a text box control object includes a property value equaling " JDoe" prior 
to a previous HTTP response, the Load operation 506 restores the same control 
object to its previous state, in part by loading the text string "JDoe" into the property 
value. In addition, whether the state of a given object is stored and restored is 
configurable. 

In summary of one embodiment of the present invention, the state of one or 
more server-side control objects is "saved" after processing. The saved state 
information is transmitted to the client in a response. The client returns the saved 
state information to the server in a subsequent response. The server loads the state 
information a freshly instantiated server-side control object hierarchy, such that the 
state of the hierarchy is restored to its previous state. 

An alternative embodiment may maintain the state information on the server 
or at some other web location accessible by the server during the round trip from the 
server to the client, and then back to the server. After the client request is received 
by the server, this state information may be retrieved by the server and loaded into 
the appropriate server-side control object(s) in the control object hierarchy. 

In operation 508, postback data received from the HTTP request is 
processed. Postback data may be included in the payload of the HTTP request in 
key-value pairs, in a hierarchical representation (e.g., XML), or in other data 
representations, such as RDF ("Resource Description Framework**). Operation 508 
parses the payload to identify a unique identifier of a server-side control object. If 
the identifier (e.g. s *pagel :textl") is found and the identified server-side control 
object exists in the control object hierarchy, the corresponding postback data is 
passed to the control object. For example, referring to FIG. 1, a unique identifier 
associated with textbox 1 06 and the text "JDoe" are communicated in the payload of 
the HTTP request 1 14 to the web server 1 16. Operation 508 parses the payload of 
the HTTP request 1 14 and obtains the unique identifier of the textbox 106 and its 
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associated value (i.e., "JDoe"). Operation 508 then resolves the unique identifier of 
the textbox 106 to identify the corresponding server-side control object and passes 
the "JDoe" value to the object for processing. 

As discussed with regard to the Load operation 506, the property values of 
server-side control objects may be restored to their previous states. In response to 
the receipt of postback data, the server-side control object determines whether the 
passed-in postback value causes a change from the corresponding property's 
previous value. If so, the change is logged in a change list to indicate a data change 
for the associated control object. After all postback data has been processed within 
the control object hierarchy, a call may be made to a control object method to raise 
one or more postback data changed events to one or more non-user-interfacs server 
components, such as a stock price look-up application running on the server. An 
example of a postback data changed event is an event indicating that postback data 
has caused a property of a server-side cuntrol object to change. In an exemplary 
embodiment, such an event can be sent to a system-provided event queue so that a 
server component that is registered to process the event may be invoked. In this 
manner, a server-side non-usei-intcrface server component can iespond to events 
triggered by a change in data of a server-side control object. Alternative methods of 
implementing events are also contemplated in the scope of the present invention, 
including using apphcation-provided event queues, polling, and processing 
interrupts. 

In operation 510, postback events are handled. Postback events are 
communicated in the payload of the HTTP request. Operation 5 10 parses a 
specified event target (e.g., labeled " EVKNTTAKGCT" in an embodiment of the 
present invention) identifying the server-side control object to which the event is 
directed. Furthermore, operation 510 parses the located event arguments, if any, and 
provides the event argument (e.g., labeled "_EVENTAROUMENT* in an 
embodiment of the present invention) to the specified server- side control object. 
The control object raises its events for processing by the non-user-interface server 
component (e.g., a server-side stock price look-up applications) associated with the 
dynamic content file. 

Operation 512 resolves data binding between the server-side control objects 
and one or more databases accessible by the server. In an embodiment of the present 
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invention, properties of server-side control objects may be associated (or data 
bound) to properties of a parent data binding container, such as a table in a server- 
side application database. During the data binding operation 612, the page 
framework may update a data bound control object property with the value of the 
corresponding parent data binding container property. In this manner, user interface 
elements on the web page of the next response accurately reflect updated property 
values » because the control object properties to which the user interface elements 
correspond have been automatically updated during the data binding operation 512. 
Likewise, control object properties can also be updated to the parent data binding 
container fields, thereby updating a server-side application database with postback 
input from a server-side control object. 

Operation 514 performs miscellaneous update operations that may be 
executed before the control object state is saved and the output is rendered. 
Operation 516 requests state information (i.e., viewstate) from one or more control 
objects in the control object hierarchy and stores the state information for insertion 
into a transportable state structure that is communicated to the client in the HTTP 
response payload. For example, a "grid" control object may save a current index 
page of a list of values so that the "grid" control object may be restored to this state 
after a subsequent HTTP request (Le,, in operation 506). As described above, the 
view state information represents the state of the control object hierarchy prior to 
any subsequent actions by the client (e.g., before the HTTP response is sent to the 
client). When the view state information is returned, it will be used to place the 
control object hierarchy in that previous state prior to processing any client postback 
input or databhiding. 

The render operation 518 generates the appropriate authoring language 
output (e.g., HTML data) for communication to the client in an HTTP response- 
Rendering is accomplished through a top-down hierarchical tree walk of all 
server-side control objects and embedded rendering code. Operation 520 performs 
any final cleanup work (e.g. 9 closing files or database connections) before the 
control object hierarchy is terminated. Processing then returns to operation 502 and 
proceeds to operation 522 where the page object is terminated by calling its 
destructor. 



(52) 3200249585 (P200249585A) 



FIG. 6 illustrates an exemplary portion of a dynamic content Hie (e.g., an 
ASP+ resource) in an embodiment of the present invention. Line 1 of the ASP+ 
resource 600 is a start tag of an HTML file and is declared in the ASP+ resource 600 
as a literal. A literal corresponds to a server-side literal control object in the 
server-side control object hierarchy. The literal control object corresponding to line 
1 is given an index of "0" because it is the first control object resulting from a 
declaration in the ASP+ resource 600. At render time, the literal control object 
merely generates the "<html>" text and a new line for inclusion in the HTTP 
xesponse. Lines 2 through 12 of the ASP i- resource GOO represent a code declaration 
block, which is executed on the server (i.e., as indicated by the "runat = server" 
attribute on line 2), In the exemplary ASP+ resource 600, the code declaration block 
does not result in the instantiation of a server-side control object in the control object 
hierarchy. Instead, the code declaration block results in server-side code being 
"wired" to or associated with the server-side control object declared in line 15, 
Line 13 of the ASP+ resource 600 is a start tag of the body of the HTML file and is 
declared in the ASP+ resource 600 as a literal to result in a literal control object 
having an index equaling "1". 

The declaration on line 14 declares a server-side form control object (index= 
"2") that is to be instantiated into the control object hierarchy. The tags on line 17 
and IS are closing tags to be represented by a server-side literal control object 
(index- '3'*) in the control object hierarchy. The closing tag on line 16 closes the 
<form> declarations corresponding to the form control object. 

Tn a subsequent level of hierarchy, the declaration on line 15 declares a 
server-side label control object (index="l") using the HTML control tag "span" and 
having the identifier attribute ("id") equaling "Message". Indices "0" and "2" of this 
level of hierarchy are allocated respectively to a literal control object (index = "0") 
for a preceding white space literal (e.g., tabs, new lines, spaces, etc.) and a literal 
control object (index = "3,") of a subsequent white space literal. 

FIG. 7 illustrates resultant code generated by one or more servei side control 
objects in response to the exemplary portion of the dynamic content file of FIG. 6. 
Only the form, state management, and span sections are illustrated in an HTML code 
portion 700 to facilitate this discussion. Other tags, such as the <html> and <body> 
tags, are not included in the HTML code portion 700, although the HTML code for 
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these tags would be included in a set of complete HTML code resulting from the 
ASP+ resource of FIG. 6. 

Lines 1 and 5 are starting and ending tags of the form section of the HTML 
code and are generated by the server-side form control objects declared at lines 14 
through 1(5 of FIG. 6. Line 4 includes the HTML code for a label displaying the date 
of the Last Post Back operation (i.e., "Last Post Back: 5/6799"), which was declared 
in line 15 of FIG. 6. 

The hidden fields on lines 2 and 3 represent an embodiment of a 
transportable state structure in accordance with the present invention. On line 2, the 
state information of the server-side control objects declared in the ASP+ resource 
600 is recorded in the hidden field named "_VT£WSTATE". The value of the 

VIEWSTATE field is a text string representing the state values, property types, and 
hierarchical information of the control objects in the control object hierarchy. 
Hierarchical information is also included in the VIEWSTATE field to allow the 
Load operation to traverse the hierarchy and load a given state value into a property 
of an appropriate control object in the hierarchy. 

In an embodiment of the present invention, a client interacts with a web 
server using a sequence of HTTP request/response pairs. Between a response to the 
client and the next request received by the server, the server may not maintain the 
state of the server-side control objects associated with a given ASP+ resource or a 
given connection with the client. Instead, the state information for a given control 
object hierarchy is sent to the client in a transportable state structure (e.g., in the 
HTTP response), and returned to the server in the transportable state structure (e.g., 
in the next HTTP request). 

Line 3 represents a hidden field named " VIEWSTATEMAC" having a 

value of "434333433". The VIEWSTATEMAC is an integrity code in the 

transportable state structure that is used by the Load operation to verify that the 

VIEWSTATE value was not corrupted at the client. The VIEWSTATEMAC 

value is initially calculated at the server from the contents of the VIEWSTATE 
value and communicated to the client in a response. When the client returns the 
transportable state structure, the web server calculates a new integrity code from the 
contents of the received VIEWSTATE value. If the received integrity code and 
the newly calculated code are equal, then the web server assumes that the received 
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_VIEWSTATE value is valid or otherwise uncorrupted (i.e.> is the same as the 

VIEWS TATE value that was previously sent to the client), la an embodiment of 
the present invention, an MD5 algorithm is used to calculate the integrity code, 
MD5 is an algorithm created in 1991 by Professor Ronald Rivest for use in creating 
digital signatures. MD5 is a one-way hash function, meaning that it takes a message 
and converts it into a fixed string of digits, also called a message digest Such 
methods may include the use of a secret key to discourage tampering by 
unauthorized individuals or programs. Other embodiments, however, may include 
alternative integrity coding techniques > including generating a code based on the 
MD4 algorithm or any other hash algorithm, or the length of the _VIEWSTATE 
field. 

In an embodiment of the present invention, the structure of the 
_VIEWSTATE field of line 2 represents a hierarchical nesting of control objects 
and their states (e.g., state values and their associated property data types). The tags 

used in an exemplary VIEWSTATE field are described in Table 1 . Tags that 

include a character represent closing tags. 



fag 


Description 


<s> f <Js> 


string value 


<a*>,</a> 


array having x elements 


<i> 


integer value 


<hjt> </H> 


hash table having x table entries 


<K>, </K> 


hash table key 


<V>, <i V> 


hash table value 


<b>, <b> 


Boolean value 


<d>, </d> 


date/time value 


<0, <Jc> 


currency value 


<A>, </A> 


array list 


<n>, </n> 


null value 



TABLE 1 



It should be understood that an exemplary encoding embodiment is disclosed 
herein, although in alternative embodiments, other encoding methods may be 
employed. For example, hierarchy information, state values and their associated 
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property data types may be designated using unique hierarchical identifiers for each 
server-side control object, or an XML-related data foiniat may bs employed to 
represent the data in a transportable state structure. In addition, known encryption 
and compression techniques may be use to provide secuiity and to reduce the size of 
the transportable state structure. 

FIG. S illustrates the control object hierarchy corresponding to the ASP i- 

resource of FIG, 0 and the VEEWSTATR field value of FIG. 7 in an embodiment 

of the present invention, A file check block 802, while not a control object 
component of the control object hierarchy, is illustrated as a top level of hierarchy 

based on the VIEWSTATE field structure, such as shown in FIG. 7. A more 

detailed description of the file check block 802 is provided with regard to FIG. 9. 
Alternatively, omitting the file check block 802 or merging it into the level of 
hierarchy corresponding to a page control object 804 is contemplated within the 
scope of the present invention- 

The page control object 804 corresponds to a special control object 
instantiated as the top level of the control object hierarchy and corresponding to the 
resulting web page itself. In an embodiment of the present invention, no specific 
declaration (i.e., a declaration havins the 'Yunat = server" aLtribute) is required to 
cause an instantiation of the page object 804. 

At the next level of hierarchy, control objects 806, 808, 810, and 812 are 
instantiated as child control objects contained by or hisraTchically related to the page 
object 804. Each control object in a level of hierarchy is assigned a zero-based 
index based on its top-down order in the ASP+ resource. For example, literal 
control object 806 corresponds to the "<html>" text and associated white spaces on 
line 1 of the ASP+ resource 600 in FIG. 6. Accordingly, the literal control object 
806 is assigned an index equaling "0". In the illustrated embodiment of the present 
invention, the code declaration block extending from lines 2-12 does not result in the 
instantiation of a corresponding control object. The literal control object SOS 
corresponds to the fl «^body>" text and associated white space on line 13 of the ASP+ 
resource 600 of FIG. 6. Accordingly, the literal control object 808 is assigned an 
index equaling * L 1", The form control object 810 corresponds to the form 
declaration on lines 14 through 16 of the ASP+ resource 600 of FIG. 6. 
Accordingly, the form control object 810 is assigned an index equaling "2". The 
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literal control object 812 corresponds to the closing tags and associated white space 
on lines 17 and 18 of the ASP+ resource 600 of FIG. 6. Accoidingly, the literal 
control object SI 2 is assigned an index equaling "3". 

At the next level of hierarchy, control objects 814, 816 and 818 are 
instantiated as child control objects contained by or hierarchically related to the form 
control object 810, The literal control object 814 corresponds to white space 
preceding the span declaration on line 1 5 of the ASP+ resource 600 of FIG. 6, 
Accordingly, the literal control object 814 is assigned an index of "0", because it is 
the first literal text (albeit white space) encountered in association with this level of 
hierarchy in the ASP+ resource. Likewise, the literal control object 818 corresponds 
to white space following the span declaration of line 15 in the ASF J- resource 000 of 
FIG, 6, Accordingly, the literal control object 818 is assigned an index of "2". fhe 
label control object 816 corresponds to the declaration on line 15 of the ASP+ 
resource 600 in FIG. 6. Accordingly, the label control object 8 16 is assigned an 
index equaling "1". 

FIG. 9 illustrates a nested veision of the _VIKWSTATE field value of FIG, 
7. The nested version is depicted herein to facilitate discussion of the hierarchical 

nature of the VIEWSTATE field. Line 1 of the nested version 900 corresponds to 

the beginning of the nested file check block 802 of FIG. 8. Line 1 specifies a two- 
element array, comprising a string on line 2 as the first element and a two-element 
array of line 3 as the second element. Line 2 specifies a string value representing a 
file check code. In an embodiment to the present invention, the file check code is 
calculated as a hash value of the associated ASP+ resource (e.g., ASP-l- resource 600 
of FIG. 6). fhe array started on line 3 represents the beginning of state information 
for the next level of hierarchy, namely the page control object 804 of FIG. 8. The 
null value on line 4 represents the first element of the two-element array of line 3, 
which is capable of holding state information relating to properties of the page 
object itself. In the illustrated embodiment, no state information is recorded for the 
page object, so the value equals s *nuH". 

As shown in line 5, the second element of the two-element array of line 3 
indicates a hash table including state information for the page control object's 
children (namely, control objects 806, 80S, 810 and 812 of FIG. 8). The hash table 
of line 5 includes one hash table entry, as indicated by the "1" in the tag <H1>. The 
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<K>, </K> tags on lines 6 aad S encompass the key for the hash table entry, namely 
the integer value "2" indicated in line 7> which corresponds to the index of the form 
control object 810 of FIG, 8, The _VIEWSTATE value depicted in FIG. 9 includes 
no state information for the literal control objects 806, 80S, and 812 of FIG. S. 
Alternatively , if other control objects having saved state information or child control 
objects existed at the same level of hierarchy as the form control object 8 10, then the 
hash table at this level may have more than one hash table entry to accommodate the 
additional control objects at this level, and the key to each additional hash table 
entry would be the index of the corresponding control object. 

The value of the hash table entry is encompassed by the <V>, <7V> tags of 
lines 9 and 24 and includes another two-element array to define the state of the form 
control object and its childien. The first element of the array specifies the saved 
state information for the form control object (i.e., represented by a, null value in this 
embodiment). 

The second element specifies another one-entry hash table representing the 
state information foi the children of the form control object. The <K>, </K> tags on 
lines 1 3 and 1 5 encompass the key for the single hash table entry, namely the integer 
value "1" indicated in line 14, which corresponds to the index of the label control 
object 816 of FIG. 8. The _VIEWSTATE value depicted in FIG. 9 includes no 
state information for the literal control objects 814, and 818 of FIG. 8. 

The value of the hash tabic entry is encompassed by the <V>, </V> tags of 
lines 16 and 21 and includes another two-element array to define the state of the 
label control object and its children. The first element of the array specifies the 
saved state information for a property of the label control object, which is the string 
value <f InnerHtml=5/16/99" specified in line 18. The property name, ^InnerHtml" 
equals the state value "5/16/99" and is of type "string". The semicolon represents 
the end of the state value for a given property. If the label control object of line 18 
included additional properties for which the state was saved, each, state data value 
and its associated property would be delimited by an ending semicolon. The null 
value indicated in line 19 as in the second element of the array indicates that label 
control object does not contain any children. The lines 20-27 represent closing tags 
for preceding starting tags in FIG. 9. 
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In an alternative embodiment, a serialization format called Limited Object 
Serialization (LOS) format is used in a transportable state structure. In general, LOS 
format specifies a hash table Of name/value pairs for each control object, wherein 
each hash entry contains either state information for a property of the control object 
or a nested hash table of a child control object. 

Table 2 illustrates an exemplary grammar of the LOS format. 





N / ; m 'f* ;! ; ., : f; ^m\mS"^z! y ':.Fm %y " -7$ ::; B s -. Ts^ 


control 
object 


■ value type-tablCf.pt 
name-table 0 pt 


• h<name 1 ; value 1 >\t5 OSystem. 


value 


■ typed-value 

• untyped-value 

• typed-array-value 

■ untyped-array-value 

■ untyped-hashtable- 
value 


• 50<red> 
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As a first example of how the LOS format may be used, consider the entry: 

h<namel;valitel;name2;valuewitk \; escaped \> \ "characters^ f > 

which defines a hash table of 2 name/value pahs, wherein the values are all strings. 
The first value is named "namel" and equals the siring 'Valuel". The second value 
is named '*name2" and equals the string 'Value with ; escaped > "characters'"'. 

As a second example of how LOS format may be used, consider the entry: 

k<controll;h<l;50<blue>;text;hello> control! ;h<J;50<red> ; 
controU; > \t5QSystem. Drawing. Calor\nl SackColor 

which defines a hash table having three hash entries: "control 1", "control2", and 
"control3'\ The first hash entry is named "contrail" and includes a child hash table 
having two entries, which are name/value pairs. The name of the first entry in the 
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controll hash table uses the index "1 " to reference the name "BackColor", which is 
defined at the end of the example, fhe value of the first entry equals '*blue" and is 
of type "System.Drawing.Color", which is specified by the index "50" and defined 
near the end of the example. The name/value pair of the second entry in the controll 
hash table includes the name "text" and the value "hello". The "control2" hash entry 
includes child hash table having one hash entry, which also uses the index "1" to 
leference the name |f BackColar , \ The value equals "red" and is of type 
"System.Drawing.Color", The "controB" hash table is empty. In a manner similar 
to that of the previously disclosed embodiment, hierarchy is specified by the nesting 
of the hash tables; however, other methods of describing hierarchy are contemplated 
within the scope of the present invention, including the use of hierarchical 
identifiers. 

FIG. 1 0 illustrates a process flow diagram for receiving a transportable state 
structure and loading state information stored therein into control objects of a 
control object hierarchy in an embodiment of the present invention. In the 
illustrated embodiment, a transportable state structure may not be sent from the 
server (and, therefore, not returned to the server by the client) unless at least one 
property changed for at least one server-side control object. As such, the illustrated 
flow diagram assumes that at least one element of state information exists in the 
received transportable state structure. In an alternative embodiment, the 
transportable state structure may be round-tripped between the server and the client, 
even if no state information exists therein. In such embodiment, a decision 
operation (not shown) could operate to abort the state management process if no 
state information exists in the transportable state structure. 

Receiving operation 1000 receives a transportable state structure from a 
client, such as in an HTTP request. Marking operation 1002 sets an initial state 
indication for all control objects in the server-side hierarchy. Reading operation 
1004 reads the received transportable state structure to extract the state information 
and corresponding pLoperty types. 

Checking operation 1006 performs an integrity check on the transportable 
state structure (e.g., using the __VIEWSTATEMAC Value). In an embodiment of 
the present invention, checking operation 1006 involves (1) reading a received 
integrity code from the transportable state structure; (2) calculating an integrity code 
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of its own from at least the state information included in the transportable state 
structure; and (3) comparing the received integrity code with the newly calculated 
integrity code to determine if the transportable state stiucture has been corrupted 
during the round trip to the client. If the transportable state structure is determined 
to be corrupted, the server-side code can respond to handle the exception, including 
by aborting the load operation, continuing with processing in the absence of state 
information Of raising an error. 

A verification operation 1008 verifies the file check code included in the 
transport able state structure. In an embodiment of the present invention, verification 
operation 1008 includes (1) reading the received file check code from the 
_V1£WSTATE field; (2) calculating its own file check code from at least the 
contents of the ASP+ resource store on the server; (3) and comparing the received 
file check code with the newly calculated from file check code to determine whether 
the state information in the transportable state structure corresponds to the same 
version of the ASP+ resource on the server. Verification operation 1008 is used to 
verify that the ASP+ resource on the server did not change during the transportable 
state structure's round trip to the client. If the ASP+ resource on the seiver did 
change, then the server may discard the received state information, abort the load 
operation and/or signal an error to the client. In one embodiment, the control object 
hierarchy is created in its initial state and the load operation is aborted before the 
server proceeds with processing the request. Traversing operation 1010 traverses to 
the page control object of the server-side control object hierarchy. 

Parsing operation 1012 parses state information for a control object hierarchy 

corresponding to a control object in the nested VIEWSTATE field. In the first 

iteration, the corresponding control object is the page control object traversed to in 
traversing operation 1010. In subsequent iterations, the corresponding control object 
is a descendant control object of the page control object and is located by the 
traversal operation 1028. . The parsing operation 1012 may extract a state value and 
convert th^ value, which is iiiitially in a string format when it is parsed, into the 
given propeity type. Loading operation 1014 loads the state information parsed 
from the VIEWSTATE value into a property of a control object. Indicating 
operation 1016 sets a change state indication for the current control object. This 
indication may be latd used to only save the state of those control objects in which 
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the state has changed from an initial state, thereby minimizing the size of the 
transportable stats structure. Alternatively, all state information may be saved 
During postback data handling, postback event handling, and data binding 
operations in the control object hierarchy, changes made to the state of a control 
object may also result in the setting of the changed state indication for individual 
control objects. In an embodiment of the present invention, however, any data 
change indication that is set due to data binding operations is reset so that the state 
of that property is not recorded in the transportable state structure, thereby further 
minimizing the size of the transportable state structure. The state of such a property 
is dependent on the data specified by the binding relationship, which will be updated 
in the data binding operation 512 of FIG. 5. 

Decision operation 1018 directs processing to operation 1022, if additional 
state information exists for the cm rent control object. If so, operation 1052 parses 
the state information for the next control object property in the current control object 
and directs processing to operation 1 014. If no additional state information is 
available for the current control object, decision operation 1018 directs processing to 
decision operation 1020, which directs processing to processing operation 1024 if no 
other control object state information is available in the VTEWSTATE value. If 
decision operation 1020 determines that additional control objects exist for which 
states have not been processed, processing proceeds to operation 1026, which parses 
the state information for the next control object from the VIEWSTATE value. 
Traversing operation 102S traverses to the next control object corresponding to the 
new state information parsed in operation 1026. Thereafter, processing proceeds to 
loading operation 1014. The recursive parsing operations of FIG, 10 implement a 
deserialising operation in an embodiment of the presenting invention. 

FIG. 1 1 illustrates a process flow diagram for saving state information from 
control objects of a control object hierarchy into a transportable state structure for 
transmission to the client in an embodiment of the present invention. Initializing 
operation 1 100 initialises a transportable state structure. Calculating operation 1 102 
calculates a file check code based on the current version of the ASF !- resource. In 
an embodiment of the present invention, the Mle check code is based on a hash 
algorithm (e.g., MD5 or other) of the ASP+ resource contents, such as merely 
hashing the file's contents or some specified component of the file. Loading 
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operation 1 104 loads the calculated file check code into the transportable state 
structure. Traversing operation 1 106 traverses to the page object in the control 
object hierarchy. 

In an embodiment of the present invention, a server-side control object can 
be created with a "MaintainState" property, which indicates whether the property 
values of the control object (and its children) should be saved into the transportable 
state structure. If not, the traversal operation 1 106 may skip the server-side control 
object and its children in this process. Otherwise, if the state of the control object is 
to be maintained in accordance with the "MaintainState** property, then the traversal 
operation 1 106 will traverse into the control object. 

Decision operation II OS directs processing to reading operation 11 15, which 
reads the new state value and its type from the control object property. Operation 
1110 records the new state value and its type before proceeding to operation 1111. 
For the pmposes of this discussion, if no property exists within the current control 
object, the property is represented by a "null" value in the _VEEWSTATE field. If 
the current control object's property is still in its initial state in operation 1 108, 
processing proceeds to decision operation 1111. If another property exists within 
the current control object in operation 1111, processing proceeds to decision 
operation 11 OS. 

If no other property exists in the current control object in operation 1111, 
processing proceeds to decision operation 1112, which directs processing to 
traversal operation 1 1 14 if another control object exists in the hierarchy. Traversal 
operation 1114 traverses to the next control object in the control object hierarchy 
and proceeds to decision operation 1 108 to access the control object's property. If no 
other control object exists in the hierarchy in operation 1 1 12, processing proceeds to 
serializing operation 1116 which serializes the new state information (including state 
value types) obtained in the previous operations and stores them into the 
transportable state structure. Operation 11 18 calculates an integrity code (such as by 
using an MD5 algorithm), and operation 1120 stores the integrity code into the 
transportable state structure, such as in the VIEW3TATHMAC field. It should be 
understood that the integrity code operations and the filed check code operations are 
optional and may be omitted in an alternative embodiment of the present invention. 
Operation 1 122 transmits the transportable state structure to the client, such as in an 
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HTTP response containing the rendered HTML code generated by the control object 
hierarchy. 

The embodiments of the invention described herein are implemented as 
logical steps in one or more computer systems. The logical operations of the present 
invention are implemented (1) as a sequence of processor-implemented steps 
executing in one or more computer systems and (2) as interconnected machine 
modules within qne or more computer systems. The implementation is a matter of 
choice* dependent on the performance requirements of the computer system 
implementing the invention. Accordingly, the logical operations making up the 
embodiments of the invention described herein are referred to variously as 
operations, steps, objects, or modules. 

The above specification, examples and data provide a complete description 
of the structure and use of embodiment of the invention. Since many embodiments 
of the invention can be made without departing from the spirit and scope of the 
invention, the invention resides in the claims hereinafter appended. 

4 Brier Description of Drawings 

FIG. 1 illustrates a web seiver for dynamically generating web page content 
for display on a client in an embodiment of the present invention. 

FIG. 2 illustrates a flow diagram of operations for processing and rendering 
client-side user interface elements using server-side control objects in an 
embodiment of the present invention. 

FIG. 3 illustrates exemplary modules in a web server used in an embodiment 
of the present invention. 

FIG. 4 illustrates an exemplary system useful for implementing an 
embodiment of the present invention. 

FIG. 5 illustrates a process flow diagram representing processing of a page 
object in an embodiment of the present invention. 

FIG. 6 illustrates an exemplary portion of a dynamic content file (e.g., an 
ASP+ resource) in an embodiment of the present invention. 

FIG. / illustrates resultant code generated by one or more server side control 
objects in response to the exemplary portion of the dynamic content file of FIG. 6. 

FIG. 8 illustrates the control object hierarchy corresponding to the ASP+ 
resource of FIG. 6 and the _VIEWSTATE field value of FIG. 7. 

FIG. 9 illustrates a nested version of the _VIEWSTATE field value of FIG. 

7. 

FIG. 10 illustrates a process flow diagram for receiving a transportable stats 
structure and loading state mfbrmation stored therein into control objects of a 
control object hierarchy in an embodiment of the present invention. 

FIG. 1 1 illustrates a pn>cess flow diagram for saving state information from 
control objects of a control object hierarchy into a transportable state structure for 
transmission to the client in an embodiment of the present invention. 
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The state of one or more server-side control objects is managed using a 
transportable state structure that is communicated between a web server and a client. 
The transportable state structure may include state information, rueiarchical 
information, and an integrity code. The state information is related to properties of 
the server-side control objects. The hierarchical information is used by the server to 
locate an appropriate server-side control object in the hierarchy into which 
associated state information is to be loaded. The integrity code allows the server to 
determine whether the transportable state structure was corrupted during the round- 
trip between the server and the client. Prior to a response to the client, the state 
information of one or more server-side control objects is recorded into the 
transportable state structure for transmission to the client in the response. The 
transportable state structure is then returned to the server and loaded into the server- 
side control objects to restore the hierarchy to its previous state. 

2 Representative Drawing 

Fig. 10 



